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1 OBIIME CBEJIEHHSA O IPOI'PAMMHOM OBECIIEYEHUU

1.1 Ha3HauyeHHe NPOrpaMMHOIO odecre4eHust

IIporpammuoe oOecneuenne «HpOpMannMOHHbIE TaHeAM U1  YOPABICHUS PETHOHOM)
IIpEHA3HAYEHO Uil OINEpaTHMBHOW BU3yaJIM3allMM PA3JIMYHBIX HAIPaBICHUH pa3BUTUS PErvoOHa,
pe3yabTaTOB aHAIN3a TEKYILEH CUTYallui U IPOTHO3UPOBAHUs OyIyLIEro pa3BUTHS PErMOHa, pe3yIbTaToB
peLIeHus 3aa4 CTPATErHYECKOr0 YIIPaBJICHMS, OHJIAHH-COIPOBOXKICHHUS 3aCEAaHNN U COBEILIAHUN OPraHOB
UCHOJHUTENBbHOW BiacTu. [Iporpammuoe obGecnedenue «HpOpMannoHHbIE NaHENW JUIsl yNpaBJIEHUS
peruoHomM» MokeT BxoauTh B coctaB CIIO MHdopmannoHHO-aHATUTHYECKOH crucTeMbl CUTYaIlHOHHOTO
nentpa ['maBel pernona (MAC CI).

1.2 ®yHKUUH NPOrpaMMHOro odecneyeHust

IIporpammubie kommoHeHTsl [1O «MH}opmalmoHHble MaHeNu Ui YOPABICHUS PETHOHOMY
peaM3yIOT Cleayromue QyHKIUN:

obecrieyeHre XpaHeHus 1 MpeCTaBICHHs HH(POPMALIUU;

BU3yalIM3alusi WHPOPMALUU MTOCPEICTBOM CO3JaHUS TEMATHYECKUMX HH(OPMAIIMOHHBIX ITaHEeIen
C AHAJIUTUKOM U ITPOrHO3aMH COLIMAIBHO-KOHOMHYECKOIO Pa3BUTHUS PErMOHA;

o0ecriedeHre MOAIEP)KKU IPUHATHS PEIICHUNA TTIaBbl PErHoHA.

1.3 Onucanue 1McTpUOYTHBA MPOrPAMMHOI0 o0ecneyeHus

10 «MHpopmanMoHHBIE TAHENW JUId YIOPaBICHUS PErMOHOM» BKJIKOYAeT IPOrpaMMHBIE
KOMIIOHEHTBI, IPEICTaBICHHbIE B Tabuie 1.

Tabmuua 1 — [Mporpammubie komnoHeHTHI 110 «MHbopMaIoHHbIe TAHENN 15l YIPABICHHUS PETHOHOMY

TexHuueckoe HaMMCHOBAHNE MMpoOrpaMMHOTI0O KOMIIOHCHTA

1

data-hub

incident-service

calendar-service

task-service

calc-service

auth-server

library-service

platform

citypanel

s passeptoiBanus [10 «MHpopmanvonHble NMaHenu JUisl yHOpaBlIe€HUS PErHOHOM» HE0OXO0IUMO
BocTmosib30BaThest auctpudyruBom I10. B apxue nauctpubytuBa IIO conmepxkaTcs criexyromue
TAPEKTOPHH:

ansible_playbook - mupexropus ¢ Habopom porieii, ”HBEHTOpH | TIeiOykoB ansible ams moaroroBku
CEpBEPOB pabouel Cpebl;

docker_images - aupekTopus, KOTOopas COAEPKHT apXWBBI C JUCTPHOYTHBAMU U COXPAaHCHHBIC
docker-o6pa3sl mporpamMmHbIX KOMITOHEHTOB [10 «MH(bOpMalMOHHBIE TMaHENd I YIpaBJICHHs
PETHOHOM.

1.1 MuHMMaJbHBIH COCTAB TEXHUYECKHUX CPEICTB

[Iporpamma MoOXeT (YHKIIMOHMpPOBATh Ha TEXHUYECKUX CPEJCTBAaX, YAOBJIETBOPSIOLINX
TpeOOBAHUSM, TIEPEUNCIICHHBIM HIKE.

1.1.1  Cepgep 6a3bl nanubix PostgreSQL

TpebGoBanus:

apxuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T'u, ne menee 2 saep;

00bEM OIepaTuBHON MamsTH — He MeHee § 1°0;



IHCcKoBas noacucrema — He menee 700 I'0;
SSD/HDD 15000 06/mum;

ceTeBoit agantep — He MmeHee 1000 MOwuT.

1.1.2  Cepgep ympasnenus kiactepom Ha OC Linux
TpebGoBanus:

apxuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T'u, ne menee 4 saep;
00bEM OIepaTuBHON MamsTH — He MeHee 6 1°0;
IHCKOBas noacucrema — He MeHee 50 1°0;

ceteBoii apanrtep — He meree 1000 Mowur.

1.1.3  Cepsep npminoxenuit Ha OC Linux
TpeboBanus:

apXHUTeKTypa — X86-64;

nporieccop — He Menee 2.60 I'T, He menee 4 snep;
0o0BeM ornepaTuBHOM namsTH — He MeHee 14 1'6;
IHUCKoBag noacucrema — ue meuee 100 I'0;
ceTeBolt apantep — He meHee 1000 MOwuT.

1.14  Cepsep npunoxenni Ha OC Linux
TpebGoBanus:

apxuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T', ne menee 4 suep;
00bEM OTepaTUBHON NMamsTH — He MeHee 14 ['0;
IHCcKoBas nojacucrema — He menee 100 I'6;
ceteBoit apantep — He meHee 1000 MOwuT.

1.15  Cepsep npunoxenuit Ha OC Linux
TpeboBanus:

apxuTeKTypa — X86-64;

nporieccop — He Menee 2.60 I'T1, He meHee 4 snep;
00BEM OomepaTuBHOM mamsTH — He MeHee 14 1°6;
IHckoBas noacucrema — He Menee 100 I'6;
ceteBoi agantep — He meree 1000 Mowur.

1.1.6  Cepsep npunoxennit Ha OC Linux
TpeboBanusi:

apxuTeKTypa — X86-64;

npoueccop — He MeHee 2.60 I'T'u, He menee 4 snep;
0o0BEM OnepaTuBHOM NamsTH — He MeHee 14 1°6;
IHUCKoBag nojacucrema — ue mernee 100 I'0;
ceteBoit amantep — He meHee 1000 MOwuT.

1.1.7  Cepgep goctaBku coobmenuii knacrepa Katka
TpeboBanus:

apxHuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T'u, ne menee 4 snep;
00BEM omepaTuBHOM mamsTi — He MeHee 19 1°6;
JIHCKOBas nojacucrema — He menee 500 I°0;
SSD/HDD 15000 06/mumH;

ceteBoit ajpantep — He meHee 1000 MOwuT.

1.1.8  Cepgep goctaBku coobmenuii knacrepa Katka
TpeboBanus:

apxuTeKTypa — X86-64;

nporieccop — He Menee 2.60 I'Tu, He menee 4 snep;
0o0beM onepaTuBHOM mamsaTH — He MeHee 19 1°0;
IHUCKOBag noacucrema — ue meuee 500 I'0;



SSD/HDD 15000 06/muH;

cereBoii apanrtep — He meree 1000 Mowur.

1.1.9  Cepsep nocraBku coobmieHui knacrepa Kafka
TpeboBanus:

apXHUTeKTypa — X86-64;

nporieccop — He Menee 2.60 ['Tu, He menee 4 snep;
0o0beM onepaTuBHOM mamsaTH — He MeHee 19 1°0;
IHUCKOBag noacucrema — ue meuee 500 I'0;
SSD/HDD 15000 06/muH;

ceteBoii apanrtep — He meree 1000 Mowur.

1.1.10 CepBep peno3uTOprueB KOMIIOHECHTOB
TpeboBanus:

apXHUTeKTypa — X86-64;

nporieccop — He Menee 2.60 I'T, He menee 2 snep;
o0BeM ornepaTuBHON namsTH — He meHee 4 ['0;
IHACKOBag mojacucrema — ue meuee 250 I'0;
ceTeBolt apantep — He meHee 1000 MOwuT.

1.111 CepBep peno3uTopueB Koja

TpebGoBanus:

apxuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T', ne menee 2 saep;
00BbEM OIepaTUBHON MamsTH — He MeHee 6 [°0;
JUCKOBas mojcucrema — He Menee 271 I'0;
ceteBoit apantep — He meHee 1000 MOwuT.

1.1.12 CepBep HENPEPHIBHOW HHTETPALIMH
TpeboBanus:

apxuTeKTypa — X86-64;

nporieccop — He Menee 2.60 I'T, He meHee 2 snep;
00BEM orepaTuBHON MamsITH — He MeHee 8 ['0;
IHcKoBas noacucrema — He Menee 101 1'6;
ceteBoi agantep — He meree 1000 Mowur.

1.1.13 Cepsep R

TpeboBanusi:

apxuTeKTypa — X86-64;

npoueccop — He MeHee 2.60 I'T'u, He menee 2 snep;
o0BeM ornepaTuBHON namsTH — He MeHee 2 ['0;
IHUCKOBas noacucreMa — He meHnee 50 °0;

ceteBoit ajantep — He meHee 1000 MOwuT.

1.1.14 TIpokcu-cepBep

TpeboBanus:

apxHuTeKTypa — X86-64;

npoueccop — He meHee 2.60 I'T'u, ne menee 2 snep;
0o0BEM ornepaTuBHON mamsaTH — He MeHee 4 ['0;
JIHCKOBas noacucrema — He MmeHee 50 1°0;

ceteBoii agantep — He meree 1000 Mowur.

1.1.15 CepBep naHHBIX

TpeboBanus:

apxuTekTypa — X86-64;

nporieccop — He Menee 2.60 I'Tu, He menee 2 snep;
00bEM OIepaTuBHON MamsTH — He MeHee 2 ['0;
JIMCKOBas nojacucremMa — He meHee 521 I'0;
cereBoi apanrtep — He meree 1000 Mowur.



1.1.16 PaGouee MecTo MOIH30BATEINS

TpeboBanus:

npoueccop — He menee 1,5 I'T'u, He menee 2 siaep;

00bEM OIepaTuBHON MamsTH — He MeHee 4 1°0;

IHCKoBas nojacucrema — He menee 100 I'6;

ceteBoii apanrtep — He meree 100 MOwuT;

MOHUTOP KUJIKOKPUCTAJUIMUYECKUH C pa3pemaroiiei crmocooHocteio He MmeHee 1920%*1080;

KJIaBUATypa pyCHPUIIMPOBAHHAS;

MaHUMYJSTOP TUIIA «MBIIIb.

1.2 MuHuUMAJIbHBII COCTAaB MPOrPAMMHBIX CPEICTB

1.2.1  Cepsep 6a3b1 manabix PostgreSQL

TpeboBanus:

OC CentOS 7;

CYB/ PostgreSQL 11.

1.2.2  Cepsep ynpasinenus kinactepom Ha OC Linux

OC CentOS 7;

OI1O: Docker 18.09, Kubernetes 1.16.

1.2.3  Cepgepsl npunoxxennii Ha OC Linux

TpebGoBanus:

OC CentOS 7;

OIIO: JDK, GlassFish Server Open Source Edition (Glassfish Enterprise Server), Docker 18.09,
Kubernetes 1.16, Open Distro for Elasticsearch 7.6.

1.2.4  Cepsepsl noctaBku coodOmieHuit kiaactepa Kafka

TpeboBanus:

OC CentOS 7;

OI10: Confluent Platform 5.5 (Apache Kafka).

1.2.5 Cepsep peno3suTopueB KOMIIOHEHTOB

TpeboBanus:

OC CentOS 7;

OI1O: Sonatype Nexus 3.

1.26  Cepsep peno3uTopHueB Koja

TpeboBanus:

OC CentOS 7;

OIIO: GitLab.

1.2.7  CepBep HenpepbIBHON HHTErpaLH

TpeboBanus:

OC CentOS 7;

OI1O: Docker 18.09, Jenkins.

1.28 Cepep R

TpeboBanus:

OC CentOS 7;

OIlO: R 3.4, Docker 18.09.

1.2.9  TIpokcu-cepBep

TpeboBanus:

OC CentOS 7;

OITO: Nginx 1.18.

1.2.10 CepBep gaHHBIX

TpeboBanus:

OC CentOS 7.

1.2.11 PaGouee MeCTO MOIH30BATEIS

TpebGoBanus:

Be6-6paysep: Google Chrome u Mozilla Firefox (mocnennue akTyaibHbIC BEPCHH);
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1O mst mpocmotpa gokymentoB Gopmara: Microsoft Office; PDF;
OIIO nuist paboTHI ¢ apXUBHBIMHU (hailiamu (apXuBaTop).
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2 HACTPOHMKA MPOT'PAMMHOI'O OBECIIEYEHU A
s pyukmuonupoBanus CI1O cuctembl HEOOXOIMMO YCTAHOBUTH HA CEPBEPHI 00IIIee TPOrpaMMHOE

O6CCHC‘ICHI/I€, INEPCUUCICHHOEC B pa3aciic 1.2 HACTOAIICTO TOKYMCHTA.

Hanee TtpeOyercs mpousBecTn ycTaHOBKY M HacTpoiiky OITO m CIIO cucreMsl B clieayrolien

MOCJICIOBATEIIBHOCTH
OI1O Ha npokcu-cepBepe;

OIIO nHa cepBepe perno3uTOpueB KOMIIOHEHTOB;
OI10 Ha cepBepe perno3uTOpUEB KOJIa;
OIIO nHa cepBepe HENPEPHIBHON UHTErpaInU;

OIIO nHa cepBepe JaHHBIX;

OIIO Ha cepBepax NpUIIOKEHUH U yrpaBiieHus kinactepa Kubernetes;

OI1O Ha cepsepax CYB/I;

OIIO Ha cepBepe noctaBku coodmenuii kinacrepa Kafka;
CIIO na cepBepax MpUIIOKEHHI U ynpaBieHus kinactepa Kubernetes;

OIIO na cepsepe R;
CIIO Ha cepsepe R.

2.1 YcraHoBKa NpOorpaMMHOIo odecredeHust
st GyHKIIMOHUPOBAHUS MIPOTPAMMBI TPeOYeTCsl yCTAHOBUTH Ha CEPBEPHI MPOTPaMMHBIE CPEICTBA,

MpUBEJICHHBIC B pazzeine 1.2.

Jljig ynpoIeHust pole1ypbl yCTaHOBKH, [IEPE]] €€ Ha4aJloM PEKOMEHTyeTCsl 3all0JHUTD CIICIYIOLIYIO

Ta6nnuy JaHHBIMH, KOTOPBIC ITPUTOLAATCA B IPOLECCC YCTAHOBKHU.

B rabimie Omuoka! UCTOYHUK CCHITKHM He HaiiieH. IPUBOAUTCS MAaOIOH JUISl 3alI0THCHHMSL.
Tabnuma 2 — [11aGnoH ¢ TaHHBIMHU, HEOOXOJUMBIMU B MIPOLIECCE YCTAHOBKHU

Ponb DNS-ums cepBepa IP-anpec ocHoBHOTO MHTEpdeEiica
1 2 3

Cepsep penozuropueB koMnoHeHToB | bin-repo.dns.suffix W.X.Y.Z
CepBep perno3uTOPUEB KOJa repo.dns.suffix W.X.Y.Z
CepBep HenpepbiBHOW uHTerpanuu | Ci.dns.suffix W.X.Y.Z
Ceprep R r-calc.dns.suffix W.X.Y.Z
Cepsep CYB/] postgres-db.dns.suffix W.X.Y.Z
CepBep ympasienus kiactepom | k8s-master.dns.suffix W.X.y.Z
MIPUIIOKEHU N

CepBep MpHIIOKSHUAN k8s-node01.dns.suffix W.X.Y.Z
CepBep NPpHIIOKEHUI k8s-node02.dns.suffix W.X.Y.Z
CepBep MpHIIOKSHAN k8s-node03.dns.suffix W.X.Y.Z
CepBep MpHIIOKSHUAN k8s-node04.dns.suffix W.X.Y.Z
CepBep 10CcTaBKH COOOIICHHIA kafkaO1l.dns.suffix W.X.Y.Z
kiacrepa Kafka

CepBep n0CcTaBKH COOOIICHHIA kafka03.dns.suffix W.X.Y.Z
kiacrepa Kafka

CepBep n0CcTaBKH COOOIICHHIA kafka03.dns.suffix W.X.Y.Z
kiacrepa Kafka

CepBep JaHHBIX nfs-data.dns.suffix W.X.Y.Z
[Tpokcu-cepsep proxy.dns.suffix W.X.y.Z

YcraHoBKa NpOrpaMMbl BKIIFOYAET CICAYIOIINE [Iaru:
1. Ha Bcex cepBepax Uil BBINOJHEHUS ¥ YHU(UKALUMU HACTPOWKHM CO3JaTh JIOKAJIbHOTO
IIOJIB30BATENS SYsOp C JOMAIIHUM KarajJoroM M BO3MOXHOCTBIO IOBBIIICHHS NPUBWIETUH B CHCTEME
C TMIOMOIIIBIO YTUIIUTHI sudo 10 YPOBHS MOJIb30BATEINS T0OL.

2. llomroroButh wuHpacTpykrypy DNS:

co3agartp HWMEHA B COOTBETCTBHH ¢ mabJIOHOM

B Ta0iuie Omuoka! McTOYHUK CCHIIKM He Hali/leH., CO3/1aTh U IPOBEPUTH paspelieHue BHenrHero dns-

HMCHHU U JOCTYIIBI K CUCTCMC.
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3.  Ha cepBepe HenmpepbIBHOW HHTET ALK EPEKITIOUNTHCA Ha padOTYy MO/ MOJIB30BATEIEM SYSOP.
4.  CreHepupoBaTh KJIIOYH JJIs ACHMMETPUYHOTO IMH(POBAHMS MOJKIIOUEHUN C ITOMOIIBIO
npotokosia SSH:

| ssh-keygen

5.  CkonupoBaTh IyOJUYHBIM KIIIOY I0JIB30BATENsl SySOpP Ha OCTaJbHbIE CEPBEPbI, 3aMEHUB
B IpuMepe Hioke dns-ums cepBepa b1 u3 Tabauip:

| ssh-copy-id sysop@<MMA CEPBEPA>.dns.suffix

6. YcTaHOBUTH Ha cepBEpP HENMPEPHIBHOM WHTErpAlMKM MPOrpaMMy aBTOKOH(HUTyparuu ansible
Bepcun He HWke 2.4 (caiit paspaborumka: http://ansible.com), u momomHuTeNnEHBIE 3aBUCUMOCTH
C ucnoJib30BaHueM TmakeTHoro MeHemkepa OC: jinja2 Bepcuu He Hike 2.9.6 (cailt paspaboTumka
http://jinja.pocoo.org/); netaddr (caiiT pazpadoruunka https://netaddr.readthedocs.io/en/latest/); pbr Bepcun
He Hrke 1.6 (caiit paspaborumka https://docs.openstack.org/pbr/latest). DtoT mar TpeGyeT MOBBIIIEHUS
IIPUBMIIET UM 10 YPOBHS rOOt.

7.  Coznmate (aiin HacTpoek c uMmeHeM .ansible.cfg (Touka B Hayale MUMEHM MMEET 3HAYCHHE)
B JIOMAIITHEM KaTaJore MoJb30BaTelsl SySOp CO CIEAYIOUINM COJIEPKUMBIM:

[defaults]
remote user=sysop
become ask pass = true
host key checking = false
log path=/tmp/ansible runner.log

gathering = smart

fact caching = jsonfile

fact caching connection = /tmp

inventory ignore extensions = ~, .orig, .bak, .ini, .cfg, .retry, .pyc, .pyo, .creds
[inventory]

ignore patterns = artifacts, credentials

[ssh _connection]

ssh args = -o ControlMaster=auto -o ControlPersist=1800s
pipelining = true
8.  CkomnmpoBaTh ¢ AUCTPUOYTHBHOTO IUCKa TUpeKTopuio ansible co Bcem ee comepuMbIM

B JIOMAITHIOIO JTUPEKTOPHIO TIOJIB30BaTENS SYSOP.

9. B nmupekropum ansible co3nath TeKCTOBBINA (aity ¢ umeHeM production 6e3 pacmmpeHus: Ha
ocHoBe (paitma production.example wu npomucate B HEM Mapojib MOJb30BATEIs Sysop U ONS-umeHa
nu3 Ta6J'[I/IHI>I KaK INPUBCACHO B MPUMECPE HUIKE!

# file: production
# TIPOMBIIJIEHHEI KOHTYP

# Cepsep CYBI PostgreSQL
[dbservers pg]
postgres-db.dns.suffix ansible become pass='sysop user pass'

10. B aupexropuu ansible/host_vars coszmate TekcToBbIe (hailibl ¢ KMEHAMH, COBIAIAFOIIUMHU
¢ dns-umenamu u3 Tabauiel Ommoka! UcTOYHHMK CCHIJIKM He HalileH., Ha OCHOBE (DailyioB ¢ mpuMepamMu
<®AMJI TIPUMEPA>.example conepsxarmecs B aupektopuu ansible/host_vars.

11. B d¢aitnax aupekropuu ansible/group_vars cosgate TeKCTOBBIE (alIbl ¢ Ha3BaHUSIMH,
COBIAIAIOIIMMK C HAMMEHOBAaHUSIMHU Tpyrin u3 ¢aiina production B mupextopuu ansible na ocHose daiinos
¢ npumepamu <A IIPUMEPA> example conepxantuecs B ansible/group_vars.

12. B kauecTBe JOKAJIBHOTO PEHO3UTOPHS OMHAPHBIX MAKETOB, CHCHU(UUHBIX JJIs JAHHON BEPCUU
IIPOrpaMMHOT0 KOMIUIEKca, peanaraercs ncnoiab3onarb [10 Nexus Repository OSS (caifT pazpabortumnka
https://www.sonatype.com/). i1 KOppeKTHOW pabOThl CKPUNTOB pPa3BEPTHIBAHUS HAI0 OMpPEACITUTH
3HA4YEHHUsl CIENyIOIUX IMepeMeHHBIX B (aiimax prod engine servers aupekTopuu ansible/group vars:
bin_repo_url, bin repo_user, bin repo pass. [lannoe OIIO pacmonaraercsi Ha cepBepe PEMO3UTOPUECB
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KOMITOHEHTOB.

HeobOxomaumo 3arpy3uth docker-obpasza B mpuBatHbIii peructpu bin-repo.dns.suffix. Jlns 3arpy3ku
00pa3oB HEOOXOANMO BOCCTAaHOBHUTDH MX U3 tar-apxXuMBOB, KOTOPBIE MTPEOCTABICHBI B AUCTpHOyTHUBE. [{s
BOCCTAHOBJICHUSI 00pa30B HEOOXOAMMO JIOKAIbHO UMETh IpeaycraHoBieHHoe 10 Docker s 3arpysku

o0pazos CIIO u3 apxuBos. [Ipumep koMaHbI 3arpy3Ku 00paza:
| docker load < auth-server 2.5.7.tar |

Jlanee HeOOXOAMMO CMEHHUTb TET, YTOOBI MOXKHO ObLIO OTIPABUTh 00pa3 B IPUBATHBIA PETUCTPU:
docker tag Dbin-repo.dns.suffix/auth-server:2.5.7 bin-repo.dns.suffix/auth-
server:2.5.7

[Tocne 3Toro He00X0MMO OTIIPABUTH 00pa3 B PErUCTPH:
| docker push bin-repo.dns.suffix/auth-server:2.5.7 |

KomaHnpl, mepeduciieHHbIE BbINIE, HEOOXOAMMO BBIMOJHUTH UIS  KaXIOTO TPHUIOKCHHUS
B JIUPEKTOPHH apps.

13. TIlpoBeputrh W Tpu HEOOXOJMMOCTH BHECTH HW3MEHEHHS B pPabOTy poJieii B TUPEKTOPUHU
ansible/roles st GyHKIIMOHUPOBAHUS B paMKax JIOKaIbHOH HHPPACTPYKTYPHI.

14. Tlepeiitu B mupekTopuio ansible.

15. TIlepem 3amyckOM CHCTEMbI aBTOHACTPOWKH TPOBEPUTh CHHTAKCHC M KOPPEKTHOCTh
M3MCHEHHBIX 1APaMETPOB:

ansible playbook production.yml —-i production -syntax-check

16. TIlocne ycnemrHoro BBIMOJHEHUS TMPOBEPKU MOOYEPETHO 3aIyCTUTh CHCTEMY aBTOHACTPOUKH
Ha cepBepax:

ansible playbook production.yml -i production -1 <T'PYIIA CEPBEPOB>: &<UMA
CEPBEPA>.dns.suffix

17. TlpousBecTH aBTOHACTPOIKY IPOKCU-CEpBEpA.

18. IlIpomsBecTH aBTOHACTPOIKY cepBepa Pero3uTOPHEB KOMIIOHEHTOB.

19. Tlocne ycnemHoro BBINOJHEHHS aBTOHACTPOMKM HEOOXOJMMO Ha CepBEpe Perno3uTOpHEB
KOMITOHEHTOB CO3/IaTh PETO3UTOPUH, HEOOXOAMMBIE JIJIsi paboThI clieHapueB Ansible rpu aBTOHACTpoiKe
CEpBEpPOB U 3aMOJIHUTh HMX HEOOXOJMMBIMM KOMIIOHEHTAMH B COOTBETCTBUHM C JIOKyMEHTalMen
pa3zpabotunkoB Ha mpoAyKT: https://help.sonatype.com/repomanager3.

20. Ilpowu3BecTu aBTOHACTPONKY cepBepa perno3UTOPUEB KOJA.

21. Tlocne ycHemHoro BEIOJHEHHUS aBTOHACTPOMKH HE0OXOAMMO Ha CEpBEPE PENO3UTOPUEB KOJIA
NPOU3BECTH €ro HAaCTPOMKY B COOTBETCTBUM C JIOKYMEHTalUed pa3pabOTUMKOB Ha MPOJYKT:
https://docs.gitlab.com/ce/README.html. Jlo6aBuTh Ha cepBep peno3UTOPUU KoOJla M3 JTUPEKTOPUHU
Cl/jenkins_pipeline 1t opranu3annuy aBTOMaTHYECKOTr0 pa3BEPTHIBAHUS MTPUIIOKEHUH.

22. Tlpow3BecTu aBTOHACTPOWKY cepBepa HEMPEPHIBHON WHTETPALINH.

23. TIlocne ycHeurHoro BBIMOJHEHUS AaBTOHACTPOWKM HEOOXOJMMO Ha CepBepe HENpephIBHOM
MHTETPalui IPOU3BECTH €0 HACTPOHKY B COOTBETCTBUHU C JIOKyMEHTalMeH pa3pabOTYUKOB Ha MPOAYKT:
https://jenkins.io/doc/. OpranuzoBatb B3aUMOJEHCTBUE C CEPBEPOM PEMO3ZUTOPHEB KOMIIOHEHTOB
U CEPBEPOM PEMO3ZUTOPHUEB KOJIA AJIsl OPraHU3al[MM aBTOMAaTHUECKOTO Pa3BEPTHIBAHUS IPUIIOKEHUH.

24. Tlpow3BecTH aBTOHACTPOWKY cepBepa NaHHBIX.

25. Tlocre ycrenrHoro BhIMOJIHEHUS! aBTOHACTPOMKH HEOOXO0TUMO Ha cepBepe TaHHBIX MPOU3BECTH
yctanoBKy OIIO ¢ momompio cepBepa HENPEPHIBHON UHTETPALIUH.

26. IlpousBecTu aBTOHACTPOHKY CEPBEPOB MNPHIOKEHUH M cepBepa YIpaBIECHUS KIACTEPOM
Kubernetes.

27. IlpousBectu aBTOHacTpoiKy cepsepa CYBJ] PostgreSQL.

28. Tlocie yCHemrHOTO BBIOJHEHUS AaBTOHACTPOMKH HEOOXOIUMO BBITIONHUTH MOJITOTOBKY
cepsepa CYDB/I, muiia uero aBropusoBarbes Ha cepBepe CYB/I nox monbp3oBaTeseM root ¥ co31aTh yUETHBIE
3amucu CYBJ] u 6a3s1 qaHHBIX, KOTOpBIe OynyT rcnoib3oBaThest CITO st cBoeli paboThl, B COOTBETCTBUH
¢ opurmanbHoi nokymenTanuei mo CYB/I: https://www.postgresql.org/docs/.

29. Tlpowm3BecTu aBTOHACTPOMKY CEPBEPOB J0CTaBKU coobrnenuii kimactepa Kafka.

30. Ilocie ycHemHOro BBIMOJHEHUS ABTOHACTPOMKHM HEOOXOIMMO BBINOJIHUTH MOJATOTOBKY
cepBepoB Kiactepa Kubernetes ¢ momomipto cepBepa HEPEPHIBHOM HHTETPAIINH.
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31. TIlpousBecTu aBTOHACTPOUKY cepBepa R.

32. llocie ycHnemrHoro BBINOJHEHUS AaBTOHACTPOWKM HEOOXOAMMO Ha cepBepe R mpowmsBecTu
yctanoBKy CIIO ¢ nmomMolpio cepBepa HENPEpbIBHON MHTErPaIUH.

2.2 Pa3BepTbhiBaHHe 0a3 TaHHBIX CHCTEMBI

st pyakimonuposanus 110 Heodbxoaumo coznats bJI.

[Tpu pa3BepreiBanuu [10 u3 cBSI3KM HEOOXOAUMO B COOTBETCTBHH C OPHUIMATIBHON JOKYMEHTAIHEH
CYB/] PostgreSQL.:

co311aTh TaOJUYHOE MPOCTPAHCTBO «tablespace iasy;

co3ziaTh 0a3bl JAHHBIX U [10JIb30BaTeNeH (Ha3BaHUE 0a3bl JaHHBIX COBIAJAET C IOJIb30BATEIIEM).

[TonpaButh koHuUrypannonusie Qaiinsl CIIO Ha cepBepe pemo3UTOpUEB KoOJa, YKa3aB B HHX
HACTPOMKH JyIs oAKItoueHus K b/1.
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3 IMPOBEPKA NPOI'PAMMHOI'O OBECIIEYEHMU A

[Tocne BbimonHeHus: ycTraHoBKU U HacTpoiiku [1O mpoBepka paboTOCTIOCOOHOCTH OCYIIECTBIISACTCS
B J[Ba JTara:

poBepka TexHuueckoro cocrostaus [10;

npoBepka ycranoBiieHHoro 110.

3.1 IIpoBepka Texunyeckoro cocrosinus IO

[IpoBepka TexHuuyeckoro coctosinus [10 BhINONHAETCS HEMOCPEICTBEHHO Ha cepBepax. Tpedyercs
MOBBIIICHUE TPUBHUIIETUH 10 YPOBHSI ITOJIB30BATENS rOOt.

3.1.1  Cepsep peno3uTopueB KOMIOHEHTOB

1.  OTKpbITh HHTEPAKTUBHBIN ceaHC paboThI ¢ cepBEepOM (KOHCOIb MU ssh-ceccus).

2. TlpoBeputs mpoiiecchl TpeOyeMbIX CEPBUCOB:

# systemctl status nexus

3. TlpoBepuUTb OTKPHITHIE CETEBBIC TOPTHI:

# ss —-tln | egrep '80|8081'

4. Tlpoeputb goctynHocTh OIIO uepe3 ayTeHTH(HHUKAIMIO B TPUIIOKCHHU:

http://<hostname>:8081
http://<hostname>:80

3.1.2  CepBep perno3uTopueB Koaa
1. OTKpbITh HHTEPAKTUBHBINA ceaHC pabOTHI ¢ cepBepOM (KOHCOIIb WM Ssh-ceccust).
2. IIpoeputs mporecchl TpeOYEMBIX CEPBHCOB:

# gitlab-ctl status

3. TlpoBepuUTb OTKPHITHIEC CETEBBIC OPTHI:

# ss —-tln | egrep '80'

4. TIpoeputs nocrynHocts OITO uepe3 ayTeHTU(DUKALMIO B TPUIIOKEHHUH:

http://<hostname>:80

3.1.3  CepBep HEenpepbIBHOW HHTETPALIUT
1. OTKpBITh HHTEPAKTUBHBIA CEaHC pabOTHI C cepBEPOM (KOHCOJb WK ssh-ceccust).
2. IlpoBeputh mporecchl TpeOyeMbIX CEPBUCOB:

# systemctl status jenkins

3. IIpoBepHTbH OTKPBITHIE CETEBBIE MOPTHI:

# ss —-tln | egrep '80|8080"'

4. IlpoBepuTb XypHaJ Ha IpeIMET HATMYMsI OIIMOOK:

# less /var/log/jenkins/jenkins.log

5. IIpoBeputs goctynmHocTh BeO-cTpaHullsl http://<hostname>.

3.14  Cepsep R

1. OTKpbITh HHTEPAKTUBHBIN ceaHC pabOThI ¢ cepBEpPOM (KOHCOJb UM ssh-ceccus).
2. IIpoBeputh mporecchl TpeOYEMBIX CEPBHCOB:

# docker ps

3. IIpoBepHTBH OTKPBITHIEC CETEBBIC MOPTHI:

# ss -tln | egrep '6311"'

3.1.5  Cepsep 6a3 nanusix PostgreSQL
1. OTKpBITh HHTEPAKTUBHBIN CeaHC pabOTHI ¢ cepBepOM (KOHCOIb WK Ssh-ceccust).
2. IIpoBeputs mporecchl TpeOYEMBIX CEPBHCOB:

# systemctl status postgresql-11

3. HpOBCpI/ITB OTKPBITHIC CCTCBBIC MOPTHI:

# ss —-tln | egrep 5432

4. Tlposeputb goctynHocTh b/l uepes3 ayreHTUUKAINIO B TPUIOKEHHH.

3.1.6  CepBepbl NIPUIOKEHUH U YIIPABICHHSI KIACTEPOM

1. OTKpBITh HHTEPAKTUBHBIN ceaHC paboThI ¢ cepBEpOM (KOHCOIb UM ssh-ceccus).
2. IlpoBepuTth nporiecchl TpeOyeMbIX CEPBUCOB:

# docker ps
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3. TlpoBepuUTb OTKPBHITHIE CETEBBIC TOPTHI:

# ss —-tln | egrep '80'

3.1.7  Ilpoxkcu-cepsep
OTKpBITh HHTEPAKTUBHBII ceaHC paboThI ¢ cepBepOM (KOHCOJb UK ssh-ceccus).
[TpoBeputh mporecchl TpeOyEeMbIX CEPBUCOB:

systemctl status nginx

[IpoBEpPUTH OTKPBITHIE CETEBBIC NOPTHI:

ss —tln | egrep '80[443"

[TpoBepuTh JKypHAJ HAa MIPEAMET HAINYHS OIIUOOK:

less /var/log/nginx/error.log

[TpoBepuTh HOCTYyMHOCTH BeO-cTpanutlbl http://<hostname>.

1.8 Cepsepsl nocraBku coobmenuii knacrepa Katka

OTKpBITh HHTEPAKTUBHBII ceaHC pabOoTHI ¢ cepBEepOM (KOHCOJb MITH ssh-ceccus).
[TpoBeputh mporecchl TpeOYEeMBIX CEPBUCOB:

systemctl status confluent-kafka

systemctl status confluent-zookeeper
systemctl status confluent-kafka-connect
systemctl status confluent-schema-registry

HpOBepI/ITB OTKPLITBIC CCTCBLIC ITOPTHI:

ss —tln | egrep '2181(777118080(18081[1808319091|9092"

[TpoBepuTh KypHaJ Ha IPEAMET HAIUYUS OLTHOOK:

less /var/log/kafka/server.log
less /var/log/confluent/schema-registry/schema-registry.log

Ol 3= | D=3+ 3N W ol|=hl#w|l* NP

ITpoBepHTH JIOTH MPUIIOKEHUN Ha HAJMYKE YCIEITHOTO IMOAKIIOUYECHHH K CEPBEPY JTOCTABKH
cooomenuit Kafka;

3.1.9  Cepsep naHHBIX

OTKpBITH HHTEPAKTUBHBIIN ceaHc paboThI ¢ cepBepoM (KOHCOJb WK ssh-ceccus).
ITpoBepHTH MPOIECCH TPEOYEMBIX CEPBUCOB:

HpOBepI/ITB OTKPBITHIC CETCBLIC IOPTHI:

1
2
# systemctl status nfs-server
3
#

ss —tln | egrep '111|2049|32765|32767"'

&

[TpoBepuTh JKypHAJ Ha MPEIMET HAIMYMSI OIIUOOK:

# less /var/log/messages

5. IIpoBeputs Ha cepBepax npuioxeHuit nrocrynaocts NFS xpannnuia

3.2 Ilposepka ycranosjenHoro [1O

UroObl BBIMOJHUTH MPOBEPKY BeO-uHTepdeiica HeoOXoauMo ¢ pabouero Mecra OTKpBITH
B BeO-Opaysepe URL-aznpec BeO-nipui1oKeHu .




