[Tpunoxenue
K MpUKa3y

ot 24.01.2025
Ne 01-01/36-I1

IHosmTnka nHGOpMALMOHHOI 0€30aCHOCTH
Cankr-IleTepOyprckoro rocy1apcTBeHHOr0 Ka3eHHOr0 y4peKIeHu sl
«Cankr-IlerepOyprekuii ”THGOPMALMOHHO-AHATUTHYECKUH LEHTP»

1. O6umue nonoxkeHUst

1.1. Hactosimast [lonutuka wuHpopmarmonHoi ©Oe3omacHoctn  CaHkT-IlerepOyprcekoro
roCy/1apCTBEHHOTO Ka3€HHOI'O YUPEKICHUS «Canxkr-IlerepOyprekuii
uHpopmanmoHHO-aHamuTHYeCcKuii 1eHTp» (mamee — Ilomutmka, CII6 T'KY «CII6 WALy,
VYupexaeHue) aBiseTcs JOKaIbHBIM HOPMAaTUBHBIM aKTOM Y UpEXKI€HHUS, ONIPEIEISIOIINM OCHOBHBIE
OpPUHLMIBL  o0ecrieueHuss  MHGOPMAlMOHHONW  OE30MacHOCTH M MPEACTaBIsieT  co0oif
CHCTEMaTH3MPOBAHHOE U3JI0KEHUE LeNel U 3a1a4 MH()OPMAIIMOHHON 0€301MacHOCTH KaK OJHO WIIH
HECKOJIBKO MPaBUJI, MPOLEYP, MPAKTUYECKUX PUEMOB, KOTOPHIMU PYKOBOACTBYETCS Y UpexKACHHE
B CBOEH JEATEIbHOCTH, & TAKXKE OPraHU3AlMOHHBIX, TEXHOJIOTMYECKUX U MPOLETYPHBIX aCIEKTOB
obecrieueHnss ”HPOPMAIIMOHHON OE30IaCHOCTH.

1.2. Tlonoxenuss Hactosmied [lomuTHKM He pacHpoCTpaHSIOTCS HAa  oOecreueHue
nH(GOPMaIMOHHON 06€30MaCHOCTH CBEACHHM, COCTABISIONINX TOCYAAPCTBEHHYIO TalHY.

1.3. OcHoBHOI 3a1aueii B 0061acTH MHPOPMALMOHHONW O€30MACHOCTH Y UpEKICHHE IPU3HACT
COBEpIICHCTBOBAHWE Mep M CpeACTB oOOecmedeHus 3amuThl  MHPOpMaud  OOBEKTOB
uHpOpMaTH3aUN YUPESKICHHS, a TaKKe 00bEKTOB WH(POPMATHU3ALNU HCIOTHUTEIBHBIX OPraHOB
rocynapctBeHHou Biactu Cankr-IletepOypra B pamkax peanu3anuu YUpexICHHEM MOTHOMOYHIMA
Komurera mno wuHpopmartuzauuu U CBSI3M, BO3JIOKEHHBIX IHocTaHOBiIeHHEM [IpaBuTenbcTBa
Cankr-IlerepOypra ot 19.09.2024 Ne 816 «O BHeceHMM W3MEHEHHH B TOCTaHOBJICHUE
[TpaButensctBa  Camkt-Ilerepbypra ot  30.12.2013 Ne 1095 w  peopranuzanuu
Cankr-IlerepOyprckoro rocynapcTBeHHOro yHutapHoro mnpeanpustus «Cankt-IlerepOyprekuit
MH(OPMALIMOHHO-aHAJIMTUYECKUM ~ LEHTp», B  KOHTEKCTE  Pa3BUTUS  3aKOHOJATEJIbCTBA
Poccuiickoit ®exepauuu W HOpM peryinupoBaHuss B cdepe HHYOPMAIMOHHBIX TEXHOJIOTHH
B TEKYILUX YCIOBUAX (QYHKIIMOHUPOBAHUS MH(OPMALIMOHHOTO MOJIS.

1.4. TTpu pazpabotke IloMUTUKM YUUTHIBAINCH OCHOBHBIE MPHHLMUIBI CO3IAHUS CHUCTEM
3alUThl MHPOpPMAIMHU, XapaKTEPUCTUKH, BO3MOKHOCTH OPraHM3AI[MOHHO-TEXHUYECKUX Mep,
COBPEMEHHBIX TPOrPAMMHBIX H alapaTHO-MPOrPAMMHBIX CPECTB 3aIIUTHI HHPOPMAITIH.

1.5. B pamkax cBoeii nestenbHoctu CIIO I'KY «CII6 MAL» o0s3yercs mpeanpUHUMATD
BCE BO3MOJKHBIE MEPBI JUIS 3aLIUThI HH(OPMAIMK OT yrpo3 6€30MacCHOCTH UHPOPMALIUH.

1.6. TpeGoBanus wHPOPMAITMOHHOW OE30MACHOCTH COOTBETCTBYIOT IEJSIM JIESTEILHOCTH
CII6 TKY «CII6 UAILl» u npenHa3HadeHbl AJIi CHUXKCHHUS BEPOSITHOCTH pealHu3allidl Yrpo3
0e30macHOCTH UH(pOPMALIUH.

1.7. TTonuTHKa MOJUIEKUT OIMyOJIMKOBAHUIO Ha caliTe YUpeKIeHHUS.

2. Henu u 3anauu odecnevyeHusi HHPOPMAINMOHHOW 0€30MACHOCTH

2.1. CyOobextamu HHQOPMAIIMOHHBIX OTHOIIEHHUH SBIISIOTCS:

PaOOTHHKY CTPYKTYPHBIX MOAPA3ACICHN (B TOM YHCIIC YBOJICHHBIC);

¢usnyeckue JHIA, MPEICTABUTENM KOHTPAreHTOB B paMKaxX MCIOJHEHHUS JOTOBOPHBIX
00513aTCIBCTB;

rpaxaHe, paboTaromiye Mo J0roBopaM rpa)x/1aHCKO-IIPaBOBOTO XapakTepa,

(dbu3uvecKre IuIa, HapaBUBIINE OOpAIICHUE B aipec YUpexaCHUS;

IOPUINYECKHE JIUIIA, B paMKaxX MCIIOJHEHUS JIOTOBOPHBIX 005S3aTENbCTB WIM BO UCIIOJHEHHUE
TpeboBaHMil 3aKkoHOaTENbCTBA Poccuiickoit denepanuu;

UCTIOJIHUTENIbHBIE OpraHbl rocyaapcTBeHHoi Bnactu Cankr-IlerepOypra (nanee — MOI'B).



2.2. O6bexkTaMu HHPOPMAITMOHHBIX OTHOIICHUN SIBJISTFOTCS:

rocynapcTBeHHble mH(popmMarmonnsie cucteMbl CankT-IlerepOypra, omneparopoM KOTOPBIX
ABIIIETCS YUpEKICHUE;

rocynapcTBeHHble mH(popmarmonnsle cucteMbl Cankt-llerepOypra, co3naHue u pa3BUTHE
KOTOPBIX OCYILECTBIISICTCS Y UpeKICHUEM;

rocyJaapcTBeHHble HHpopMannonnbsie cucreMbl CankT-IlerepOypra, sKCIuTyaTanus KOTOPBIX
OCYIIECTBIISIETCS Y UPEXKICHUEM,

MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHAS HMH(PACTPYKTypa LEHTpa 0OpabOTKH TaHHBIX,
Ha 0a3e KOTOpoil (PyHKIMOHUPYIOT 00bekThl MH(MopmaTuzanuu MOI'B, BkiItouas KaHaiubl CBS3U
U T€JICKOMMYHUKAIUH,

00BEKTHI HH(OPMATHU3ALMH Y UPEKACHHUS.

2.3. OcHOBHO#1 1enbl0 obecrieyeHUss WHGPOPMAIMOHHONH 0€30MacHOCTH Y UpEeKICHHS
ABIIIOTCS JICHCTBUS, HANpPAaBJICHHBIE Ha JOCTIKEHHE 3alIUThl CYOBEKTOB HH(POPMAIIMOHHBIX
OTHOIIEHHA OT BO3MOYKHOTO HAaHECEHUSI UM MaTepUAIbHOTO, (PH3HMUECKOTO, MOPATBHOTO WIJIA HHOTO
yiiepba MOCPEeNCTBOM CIY4YallHOrO WM MPEIHAMEPEHHOrO BO3JCUCTBUSA Ha HH(POpPMAIHIO,
B TOM YHCIIE:

obecrnieueHue OTKa30yCTOMYUBOTO (GYHKIIMOHUPOBAHUS MPOrPaMMHBIX
U anmapaTHO-IPOTPAMMHBIX CPEJICTB YUPEKACHUS U MPEIOCTABISIEMbIX CEPBHCOB;

COOMIOZICHHE TMPABOBOIO pPEXHMMa HCIOJIB30BaHUS MACCHBOB M CPEICTB 0OpabOTKU
uH(popMaLuu;

CHIDKEHHE BEPOATHOCTH pealli3aliy yrpo3 0€30macHOCTH HH(OPMALIHH.

2.4. JloctmokeHue 1ene oOecrieueHUsT HWHQPOPMAIIMOHHOW O€30MacHOCTH U CBOKMCTB
uH(popMaluu B YUpEKICHUHU PelIaeTcsl CAeAYIOIMME 3aja4aMu:

3aluTa OT HECAaHKLIMOHUPOBAHHOTO AOCTyNa K HMH(pOpMAIUH OOBEKTOB MH(POPMAIIMOHHBIX
OTHOIICHU;

yIpaBieHUE T0CTYIIOM CYOBEKTOB JOCTYyIa K 00bEKTaM JOCTYIa,;

perucTparysi ¥ KOHTPOJIb JEHCTBUH MOJIb30BaTENeH pU paboTe C OCHOBHBIMH TEXHUYECKUMHU
CpEeACTBaMU M CUCTEMaMH 00bEKTOB MH(OpMATH3ALUN Y UpEkKACHUS,

KOHTPOJb IEJIOCTHOCTU CpPelbl HCIOIHEHHUS] MPOrpaMM U €€ BOCCTaHOBJIEHHE B cllydae
HapYIICHHS;

obecriedeHre ayTeHTHU(OUKANUK ¥ WIACHTU(GUKAIMHA TOJB30BATENCd NpPU IKCIUTyaTalluu
UH(POPMAILIMOHHBIX CHCTEM;

oOecnieueHrne pabOTOCIIOCOOHOCTH MPUMEHSEMBIX B MH()OPMALIMOHHBIX CHCTEMax CpPEICTB
3alUThI UH(OPMAIIUH;

CBOEBPEMEHHOE BBISIBIICHHE WCTOYHHKOB Yrpo3 O€30MacHOCTH WH(POPMALUHU, NPHIUH
U YCIOBHMH, CIIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepOa  3aMHTEPECOBaHHBIM  CyObeKTam
UH(POPMALMOHHBIX OTHOIICHUH;

¢byHKIIMOHMpPOBaHUE BeroMCTBEHHOrO LEHTpa TOCYAapCTBEHHOW CHCTEMbl OOHApYKEHMS,
NpeIYNpeKICHUS U JTUKBUIAIIUH ITOCIEICTBUI KOMIIBIOTEPHBIX aTak Ha HH()OPMAIIMOHHBIE PECYPCHI
Poccuiickoit ®enepanuu;

CO3JIaHHE YCIOBUH TSI MUHHMHU3AIUU HAHOCUMOTO yIiepOa HepaBOMEPHBIMH JACHCTBUSIMHU
U YCTpaHEeHHeE MOCIECTBUIA HapylIeHUs HH(POPMAIIMOHHON 0€301acHOCTH.

3. MpuHuHMNBI 00ecneyeHUsi HHPOPMAIMOHHOI 0€30MACHOCTH

3.1. IpuHIHUI 3aKOHHOCTH

3.1.1.Tlpu BbEIOOpE MeEpONPHUATHI MO 3amUTe WHGOPMAIUN JIOJDKHO COONIOIATHCS
neiicTByrolee 3aKkoHoAaTesIbeTBO Poccuiickoit @enepanuu B chepe 3auuThl HHOOPMAIIH.

3.1.2.Bce  pabOTHHKH JODKHBI ~ UMETh  NPEJICTaBICHHE 00  OTBETCTBEHHOCTH
3a MpaBOHApyILIeHUs B cdepe 3aluThl HHPOpMaLUH.

3.1.3.IlporpaMmHBIE W TIpOrpaMMHO-aNMapaTHBIE CPEICTBa, BKIIOYAs CPEICTBA 3alllUThI
uHpOpMaLlUK, TpPUMEHSEMble B YUPEKICHWH, JIODKHBI HMMETh COOTBETCTBYIOIIUE JIMIIEH3UU
U cepTu(HUKATBI COOTBETCTBHS (ISl CPEICTB 3aIIUTHI MH(OpMaIn), opUIIHATIBHO MPUOOPETATHCS
y MpeJCTaBUTENEH Pa3pabOTUNKOB TAKUX CPE/ICTB.



3.2. lIpuHIMI CUCTEMHOCTH

3.2.1.1Ipu co3maHuM CUCTEMBbI 3aIIMTHl MHPOPMAIMKM JOJDKHBI YUUTHIBATHCS aKTyalbHbIC
yrpo3bl 0€30MacHOCTH UH(POPMALIMHU, BO3MOKHBIE OOBEKTHI M HAIIPABIICHHS aTaK HA HEE CO CTOPOHBI
Hapymuresnei. Cucrema 3amuThl HHGOPMAIIUU JTOJIKHA CTPOUTHCS C YIYETOM HE TOJBKO M3BECTHBIX
KaHAJIOB YTeUYKH MH(POpPMALMU, HO M C YYETOM BO3MOXKHOCTH MOSIBJICHHS HOBBIX YSI3BUMOCTEH
B IIPOrPaMMHOM 00ecTIeyeHUH.

3.3. [IpyHIMI KOMILJIEKCHOCTH

3.3.1. KoMIiekcHOEe  HMCMONBb30BAaHME CPEACTB  3allUThl HMH(OpPMALMKU  TMPEANONaracT
COTJIACOBAHHOE NPUMEHEHHE TIPU TOCTPOCHUU MLEJIOCTHOM CHCTEMBI 3aIlUThl HH(POpPMALUH,
MEePEeKPHIBAIOLICH BCEe aKTyalbHbIE YTPO3bl 0€30MacCHOCTU HH(OPMALIUH.

3.3.2.1lpu MOCTpOCHWHU, BHEAPEHUH U OHKCIUTyaTalliM CHUCTEMBI 3alIUThl HH(OpMAIU
PYKOBOJCTBO YupexaeHus oOecrieunBaeT ycaoBus 1 3pdEeKTUBHON KOOPAUHALIUU JEHCTBHM BCex
7ML, 00eCTIeYMBAIOIINX HHPOPMALMOHHYIO 0€30MacHOCTb.

3.4. IlpuHOMN CBOEBPEMEHHOCTH

3.4.1.Pa3paboTka cucTeMBbl 3aIIUTHl HH(pOpPMAnmUM JODKHA BECTHCHh MapalljIebHO
¢ pa3paboTkoil MHGOPMAIMOHHON CHUCTEMBL. DTO IMO3BOJUT y4YeCTh TpeOOBaHHUS OE30MacHOCTH
OpU TPOCKTHPOBAHUU apPXUTEKTYpbl M, B KOHEYHOM cdYeTe, co3darbh Oonee 3(QeKTHBHBIC
nH(OPMaLIMOHHBIE CHCTEMBI, 00JIaatoIIie JOCTATOUYHBIM YPOBHEM 3alIUIIIEHHOCTH.

3.5. IpuHIUN NPeeMCTBEHHOCTH

3.5.1.TlocTosiHHOE COBEPIICHCTBOBAHWE MEP M CPEICTB 3allUThl MHPOpPMAIMH Ha OCHOBE
NPEEMCTBEHHOCTH OPTraHU3AIMOHHBIX M TEXHHYECKHX PEIICHHH, KaIpOBOrO COCTaBa, aHAJIM3a
(GyHKIIMOHUPOBaHUST MH(OPMALIMOHHOW CHUCTEMBI W CHUCTEMbI €€ 3alllUThl C Y4eTOM H3MEHEHH
B METOJaX W CPEACTBAX HECAaHKIMOHWPOBAHHOTO JOCTyNa K HWH(POPMAMM W HOPMATHUBHBIX
TpeOOBaHU 10 3aIKUTe HHPOPMALIUH.

3.6. IIpyHIUN 7OCTATOYHOCTH

3.6.1.CooTBeTcTBUE YpOBHS 3arparT Ha oOecrieyeHHe HH(POPMALMOHHOM 0e30MacHOCTH
U I[IEHHOCTH HH(OPMAIMOHHBIX PECYpPCOB HA BEIUYMHY BO3MOXKHOTO YyIIepOa OT HapylmIeHHS
KOH(HIEHIIMATBHOCTH, I[EIOCTHOCTU M JIOCTYNHOCTU. Mcnonb3yemble Mepbl U CpeAcTBa 3allUTHI
UH(POPMAIIUU HE JOJDKHBI YXYAIIATh YPrOHOMHYECKHE NTOKa3aTeIH KOMIIOHEHTOB HH(OPMAaITOHHBIX
CHCTEM.

3.7. IIpUHIIUT OTBETCTBEHHOCTH

3.7.1.Bo3yio)keHHe TEpPCOHATbHOW OTBETCTBEHHOCTH 3a olecreueHne Oe30MacHOCTH
uH(popmaluu 1 ee 00padOTKU Ha KaXKI0TO paOOTHUKA B TIpe/iesiaX ero MoJTHOMOYHi. B cooTBeTCTBUM
C 3TUM NIPUHIMIIOM pacrpeseseHne npaB u o0s3aHHOCTEN paOOTHUKOB CTPOMTCSA TaKUM 00pazoMm,
4yTOOBI B CITy4ae JII0OOT0 HApYIICHHS ObLIT H3BECTEH HAPYIIUTETb.

3.8. IIpuHIMI 000CHOBAHHOCTH U TEXHUYECKOH peasn3yeMoCcTH

3.8.1. UadopmanmoHHbIe TEXHOJIOTHH, POTPaMMHBIE ¥ TIPOTPAMMHO-aIIIapaTHBIE CPE/ICTRA,
Mephl 3aIUTHl HH(GOPMAIMK JODKHBI ObITh 0OOCHOBAHBI C TOYKM 3PEHMS JOCTHXKEHUS 33JJaHHOTO
YPOBHSI  3alIMINEHHOCTH WHGOpPMAIMU H HOKOHOMHUYECKOW I1eIecCOO0pa3HOCTH, a Takke
COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TPeOOBaHUM 110 0€30MaCHOCTH UH(OPMAIIUH.

3.9. lpunnun npogeccuoHaIu3Ma

3.9.1. Peanu3arus Mep 3aIUThl HHPOPMAIIUH U SKCIUTyaTallksl CPEICTB 3aIUThl MH(OpMaIK
JIOJDKHA OCYIIECTBISTHCS KBATU(UIIMPOBAHHBIMHU CIIEIHAIACTAMH.

3.9.2.1lpuBneyeHne CIEUUAIM3UPOBAHHBIX  OpraHu3alMii K  pa3paboTke  CpeiCTB
U pean3alii Mep 3amuThl HHOPMAINY, UMEIONINX JIMIICH3UI0 Ha IEATEIIbHOCTh 110 TEXHUYECKOM
3a1UTe KOHPHUISHIMAILHON HH(OpMAIUH.

3.10. IpUuHUMN MUHUMH3ANMY NPUBHIIETHIi OIb30BaTeN €l

3.10.1. Obecrieyenre  moNb30BAaTENCH  MPUBUJIIETUSMU, MHUHHUMAIBHO  JIOCTATOYHBIMHU
JUTSI BBITIOJTHEHUSI CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH B YUpEXKICHUU.



4. OcHOBHBIE TPeOOBAHMS M0 3aMMTEe HH(OPMAIMU OTPAHMYEHHOI0 I0CTYIa

4.1. Opranu3anus 3alUThl HHPOpPMALNH

4.1.1. YupexxaeHue npy OCYIIECTBICHHH CBOCH IEATEILHOCTH 0053aHO:

co0JroIaTh MpaBa U 3aKOHHBIE MHTEPECHl CYOBEKTOB MEPCOHATBHBIX JAHHBIX;

MPUHUMATh HEOOXOIMMBbIE MEPBI IO 3aIUTe HHPOPMAIUY;

OTpaHUYMBATH JOCTYN K UWHPOpMAlMU, €cOd Takas OOS3aHHOCTb YCTaHOBJICHA
3aKoHoJaTenbcTBOM Poccuiickont denepanum.

4.1.2. VupexxaeHue BIpase, €Ciid HHOE He MPeyCMOTPEHO 3aKOHOATeIhCTBOM Poccuiickoit
denepanuu:

paspemiath WM OTPAaHUYUBATH JOCTYN K WH(OPMALMHU, ONPENENATh MOPSIOK M YCIOBHUS
TaKOro JI0CTYIIa;

MCIOJIb30BaTh MH(POPMAIIUIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBath HMH(QOpPMAIMIO JIPYTMM JIMIAM Ha YCTAaHOBJIIEHHOM 3aKOHOJATEeIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3alUIIAaTh YCTaHOBJICHHBIMH 3aKOHOaTeNbcTBOM Poccuiickoit denepaiuu ciocodaMu CBOU
npaBa B CIIy4ae HE3aKOHHOTO TOJTY4YeHHUsI HH()OPMAIMH WK €€ HE3aKOHHOTO MCIIOJIb30BAaHMS HHBIMU
JTUIAMU;

OCYILECTBIATh MHBIE AEUCTBUS ¢ MH(pOpMaLWed WIM pa3peliaTh OCYIIECTBIEHUE TAKUX
NEHCTBUI, e€clii O5TU JEHCTBUS HE MpoTHBOpedaT (QenepalbHbIM 3aKOHaM H  JAPYTUM
HOPMAaTHBHBIM IPAaBOBBIM akTaM Pocculickon denepanuu.

4.1.3.3ammrta uHQOpPMAIMK OTPAHUYEHHOTO JOCTyMa MpeAcTaBisieT co00il MpUHATHE
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep, HalpaBJICHHBIX HA:

co0roieHne KOH(PHUISHIIUAIBHOCTH HHPOopMaIuH (UCKITIOYEHNE HEIIPaBOMEPHOTO JIO0CTYIIA,
KOTIMPOBAHUS, PEIOCTABICHUS WM PACTIPOCTPAHEHUS HH(OPMAIIHH);

o0ecrieueHre MENOCTHOCTH HHGpOpMaluu (MCKIIOUYEHHE HEMpPaBOMEPHOTO YHHUYTOXKEHUS
WM MOAU(PUIMPOBAHUS HHPOPMAIUH);

peanu3aluio mpaBa Ha IOCTYI K HHPOpMAIIH (MCKII0UEHHE HETPABOMEPHOTO OJIOKHPOBAHUS
uH(popMalun).

4.1.4.Tlpu opraHuzanuu 3amUThl UHQOpPMANMK B YUYPEKACHUHU JOJDKHBI BBIMOTHITHCS
TpeboBaHus (enepaibHBIX 3aKOHOB!

or 27.07.2006 Ne 149-®3 «O06 uHpopmanuu, MHOOPMAITMOHHBIX TEXHOJIOTUAX U O 3allUTe
uH(pOpMaLun»;

ot 27.07.2006 Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee — ®3-152);

ot 26.07.2017 Ne 187-®3 «O 0€30MacHOCTH KPUTHYCCKOW  WH(POPMAITMOHHON
uHpacTpykTypbl Poccuiickoit deneparum.

4.1.5. Cucrempl  3amiuThl HMHpOpManMM OOBEKTOB HH(pOpMATHU3alMK, SABISIOLIUXCA
roCcy1apCTBEHHBIMU uH(GOPMaIMOHHBIMU CUCTEMaMH Cankr-IlerepOypra, JOJKHBI
npelycMaTpuBaTh pealn3aliio KOMIUIEKCA OPraHM3allMOHHBIX M TEXHUYECKUX MeEp IO 3alluTe
uH(pOpMaIlMK, OMpeNelIeHHbIX TpeboBaHMSAMH O 3ammTe WHGOPMAIMU, HE COCTaBISIONICH
rOCYy/IapCTBEHHYIO TaiHy, COJEp)KaluXcs B TOCYAapCTBEHHBIX HH(OPMALMOHHBIX CHUCTEMaX,
yrBepxkacHHbIMEU TpukazoM OCTOK Poccun ot 11.02.2013 Ne 17:

UIACHTUQUKAIUS U ayTeHTU(DUKAINS CyObEKTOB JOCTYIa U O0BEKTOB JIOCTYIA;

yIIpaBJIeHHE JOCTYIIOM CyOBEKTOB AOCTYIa K 00bEKTaM JI0CTYIIa;

OTrpaHUYEHUE MPOTPAaMMHOMN CPEJIbI;

3alUTa MAITUHHBIX HOCUTENeH nHGOpMaIuy;

perucTpanus COOBITHI 6€30MacHOCTH;

AHTUBUPYCHAsS 3aIINUTA;

oOHapyxeH#ue (MPeJoTBPAIICHNE) BTOPKECHHI;

KOHTPOJIb (aHAIK3) 3AIIUIIIEHHOCTH HHOPMAIIHH;

LIETTIOCTHOCTh MH(POPMAITMOHHOMN CUCTEMBI U HH(POPMAITUH;

JTOCTYITHOCTh HH(OpMAINH;

3aIuTa cpeibl BUPTYyallu3alliy;



3alIUTa TEXHUYECKUX CPEACTB;

3anuTa THPOPMALMOHHOW CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U MEepeaadu JaHHbBIX;

3aluTa THPOPMALIMOHHONW CUCTEMBI OT aTaK, HAIIPABJIEHHBIX Ha OTKa3 B 00CIYKMBAHUU.

4.1.6.Cuctembl  3amuThl  MHPOPMALKUKU OOBEKTOB HHPOPMATU3ALMUH, SBISIOIIUXCS
MH(GOPMALMOHHBIMU CUCTEMaMM MEPCOHAIBHBIX JAHHBIX, JOJDKHBI MPEAyCMaTPUBATh PEAIN3ALIUIO
KOMILJIEKCA OPTaHM3ALMOHHBIX M TEXHHYECKUX Mep MO 3amuTe WHPOpPMAaLUHU, ONpeAeTICHHBIX
CocTaBoM U coziepKaHHEM OPraHMU3aLMOHHBIX M TEXHUYECKUX Mep 0 00ecreyeHHno 0€30MacHOCTH
NEPCOHANBHBIX JAHHBIX IPU UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMax MEPCOHATbHBIX JaHHBIX,
yTBepkaeHHBIX NpukazoM ®CTIK Poccuu ot 18.02.2013 Ne 21:

UACHTUDUKAIMS U ayTeHTU(UKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA,

yIpaBJIeHUE JOCTYNIOM CyOBEKTOB JOCTYIA K 00bEKTaM J10CTYIa;

OrpaHUYEHHUE MPOTPAMMHOMN CpeJIbl;

3amra MAallMHHbBIX HocuTenel uHpopManuy, Ha KOTOPBIX XpaHATCS
U (nn) 00pabaThIBalOTCS MEPCOHATBHBIC TAHHEIC,

peructpanus coObITUif 6€30I1aCHOCTH;

AHTUBHUPYCHAS 3aIIHUTA;

oOHapyxeHue (IPeI0TBpaICHIE) BTOPKEHUII;

KOHTPOJIb (aHAJIN3) 3aIUIIEHHOCTH EPCOHATBHBIX JaHHBIX;

obecreyeHre 1eJI0CTHOCTH UH(OPMAIIMOHHON CUCTEMBI M IIEPCOHATIBHBIX JAHHBIX;

o0ecrieyeHre TOCTYITHOCTH MEPCOHATIBHBIX JaHHBIX;

3alUTa Cpebl BUPTYyaIU3aluu;

3alUTa TEXHUYECKUX CPEJCTB;

3alIuTa THPOPMALMOHHONW CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U NE€peauu IaHHbIX;

BBISIBJICHHE UHIUIEHTOB (OJTHOTO COOBITHSI MIIM TPYIIIIbI COOBITHI), KOTOPbIE MOTYT IIPUBECTU
K cbosm WIH HapyLICHUIO (GYHKLMOHUPOBAHUS UH(POPMALIMOHHON CHCTEMBI
U (UJIM) K BOSHUKHOBEHHIO YIp03 OE€30MMaCHOCTH MEPCOHANIBHBIX JIAHHBIX, U PEarnpoBaHue Ha HUX;

ynpaBiieHue KoH(purypauueil HHPOPMALMOHHOM CHUCTEMBI M  CHCTEMBl  3alUThI
NIEPCOHAIBHBIX JIAHHBIX.

4.1.7.CuctemMbl  3amUThl  MHPOpPMALUU OOBEKTOB HHPOPMATU3ALMUM,  SBISIOLIUXCS
3HAUMMBIMH ~ OOBEKTaMH KPUTHYECKON uHMOpMaIMoHHOW HHGPACTPpYKTyphl  Poccuiickoit
deneparuu, J0JKHBI IPEyCMaTPUBATh PeATU3aliI0 KOMITJIEKCa OPraHM3allMOHHBIX U TEXHUUYECKUX
Mep Mo 3amure MHGOpMaluu, OINpenereHHbIX TpedoBaHUSAMU MO oOecredeHuio 0e30MacHOCTH
3HaYUMbIX O0BEKTOB KpUTHYECKON MH(OpMarmoHHOH uHPpacTpykTypsl Poccuiickoit denepanuy,
yrBepkaeHHbIME mprkazoM @CTOK Poccun ot 25.12.2017 Ne 239:

UACHTUGUKALMS U ayTeHTU(UKAIUSA CyOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIa;

yIpaBieHUE TOCTYIIOM CYOBEKTOB JOCTYyIa K 00bEKTaM JJOCTYIIa;

OrpaHUYEHHUE TPOrPaMMHON CpeJibl;

3al[iTa MAITUHHBIX HOCUTENEH nH(pOpMaIHH;

ayauT 0€30MacHOCTH;

AHTUBHUPYCHAS 3aIUTa;

MPEJOTBpAIEHUE BTOP)KEHUI (KOMITBIOTEPHBIX aTaK);

o0OecrieyeHune 1eJIOCTHOCTH,

o0ecreyeHre 10CTYHOCTH;

3aIuTa TEXHUYECKUX CPEJCTB U CUCTEM;

3anyTa THPOPMALIMOHHON (aBTOMAaTU3UPOBAHHON) CUCTEMBI U €€ KOMIIOHEHTOB;

MJIAHUPOBAHUE MEPOTIPUSATHN TTO 00ECTIeUeHUI0 0€301TaCHOCTH;

yIipaBiieHHe KOH(UTypaiuei;

yrpaBiieHuEe OOHOBJIEHUSIMU IPOrPAMMHOTO 00eCTIeUeHMS;

pearupoBaHKe Ha MHIMIEHTH! HH(OPMaIIMOHHON 6€3011aCHOCTH;

obecrieueHre JEHCTBUM B HEIITATHBIX CUTYAIUsX;

nH(pOpPMHUPOBaHUE U 00yUeHHE NTEPCOHANA;

3alUTa 3HaYUMBIX OOBEKTOB OT aTak, HAIIPABJIEHHBIX HA OTKAa3 B 00CIIy)KUBAaHUH.



4.1.8. YupexxaeHueM IIOMHMO peajiu3allid  OCHOBHBIX MeEp 3aluThl MH(OpManuu
OCYILIECTBIISETCS:

METOAMYECKass MOMOIIb paboOTHMKaM B BOIpocax oOecnedeHuss HHGOPMAMOHHON
0€30I1aCHOCTH;

aHAJIM3 ¥ [TIOMCK BO3MOKHOCTEH 110 MOBBILICHUIO YPOBHS 3aIIUIIEHHOCTH HHPOPMALIKH.

4.1.9.Ins opraHM3anuy 3aUIUThl UHPOPMALUU YUpPEKICHHE BIpPABE MPUMEHATH CPEICTBA
U METOAbl TEXHUYECKOM 3amuThl HH(OpManuM, HE M[POTUBOpEYAIINE 3aKOHOJIATENIbCTBY
Poccniickoit denepanun.

4.1.10. B pamkax TpYyJOBBIX OTHOIICHHUNA HEOOXOAMMO O3HAKOMHUTH PAOOTHUKOB, TOCTYII
KOTOPBIX K HMH(OPMALUU OTPAaHUYCHHOTO JOCTYNa HEOOXOIUM [UIS BBINOJHEHHS WMH CBOHMX
JIOJDKHOCTHBIX 00s3aHHOCTEH, ¢ MepeuyHeM HMH(pOpMalMKd OINPaHUYEHHOI'O JOCTYNA U NPUHITHIMU
B YUpexJIeHUU MEPaMHU 3alUTHI HH(OPMAIIHH.

4.2. Oco0eHHOCTH 3allMThI MEPCOHAJIbHBIX [JAHHBIX, B OTHOLICHHMHM KOTOPBIX
Yupexaenue BJIseTCS 0NEPaATOPOM

4.2.1.1lepeueHp Mep, BBIIOJHEHHE KOTOPHIX oOOecreyuBaeT YUpeKIeHHEe B KadyecTBe
orepaTopa epCOHAIbHBIX JAHHBIX, JOJKEH BKIIIOYATh!

Ha3HAuYE€HUE OTBETCTBEHHOTO 3a OpraHu3aluio oOpabOTKM IEepCOHAIBHBIX JaHHBIX
B YUpEKICHNH,

W3JIaHUE JIOKYMEHTOB, OIPEIEIISIONINX TOJIUTUKY B OTHOIICHHH 00Pa0OTKU MEPCOHAIBHBIX
JAHHBIX, JIOKAIBHBIX aKTOB MO BONpOocaM OOpaOOTKH IMEepPCOHANBHBIX JAHHBIX, OIMPENEISTIONINX
U KaXI0i 1enn oOpabOTKHM MEPCOHAIBHBIX AAHHBIX KAaTETOPHH W IepeueHb 00pabaThIBaEMBIX
NIEPCOHANBHBIX JAHHBIX, KATETOPUU CYOBEKTOB, IEPCOHATBHBIE TAHHBIE KOTOPBIX 00padaThIBaloOTCH,
CIoCoObI, CPOKM UX OOpaOOTKM M XpaHEHHs, NOPAJOK YHMUYTOKEHHUS IMEPCOHAJIBHBIX JAaHHBIX
NIPY JTOCTHKEHUH TIeTiei nX 00pabOTKH WM TPU HACTYIUIEHUH WHBIX 3aKOHHBIX OCHOBAaHUM, a TAaKXkKe
JIOKQJIbHBIX AaKTOB, YCTaHABJIMBAIOIIMX [POLEAYphl, HANpaBICHHbIE Ha MpeAOoTBpallleHue
Y BBISBJICHUE HApYyLIEHWW 3aKOoHOJaTenbcTBa Poccuiickont denepanuu, yCTpaHEHHE NOCIEICTBAN
TaKUX HAPYIICHU;

OCYILIECTBJICHUE BHYTPEHHEro KOHTPOJs W (WIM) ayAuTa COOTBETCTBHUS 00pabOTKU
NEPCOHAIBHBIX JAaHHBIX HacTosimeMmy denepalbHOMY 3aKOHY M NPUHATHIM B COOTBETCTBUU C HUM
HOPMAaTUBHBIM IPaBOBBIM aKTaM, TPEOOBAHUSAM K 3alllUTE MEPCOHAJIBHBIX JAHHBIX, MOJUTHKE
orepaTopa B OTHOILIEHUU 00pa0OTKHU MEPCOHANIBHBIX JaHHBIX, JIOKaJIbHBIM aKTaM OIepaTopa;

OlICHKa BpeJja B COOTBETCTBHUU C TPEOOBAHUSMHU, YCTAHOBJIEHHBIMH YINOJIHOMOYEHHBIM
OpraHOM IIO 3alllUTe MpaB CyOBEKTOB NMEPCOHAIBHBIX JAHHBIX, KOTOPHI MOXET OBbITh MPUUYMHEH
cyOBeKTaM MepCOHANIbHBIX JaHHBIX B ciiyyae HapymeHus ©3-152, cOOTHOIIEHHE YKa3aHHOTO Bpeia
U NPUHUMAEMbIX OINEpaTOPOM Mep, HalpaBJIEHHBIX HA 0OECIEYEHUE BBIIIOJIHEHUS OOS3aHHOCTEH,
npeaycMoTpeHHbsix ®3-152;

O3HaKOMJIEHHE PaOOTHUKOB YUpEKICHHs, HEOCPEACTBEHHO OCYUIECTBIISIOMINX 00paboTKy
MEPCOHAJIbHBIX ~ JaHHBIX, C TMOJOXKEHUSIMH 3akoHoAaTenbcTBa Poccuiickoit  Denepanuu
O TEPCOHAIbHBIX JAaHHBIX, B TOM 4HcIe TpPeOOBaHUSMHU K 3alllUTe MNEPCOHAIbHBIX JAaHHBIX,
JIOKYMEHTaMHU, ONpeAeSIONMMHU MOJIUTUKY YUpExACHNUS B OTHOLIEHUH 00pabOTKH NEpCOHAIBHBIX
JTAHHBIX, JIOKATbHBIMU aKTaMU MO BOIIPOcaM 00pabOTKH MEPCOHAIbHBIX AAHHBIX, U (M) o0yueHue
YKa3aHHbBIX paOOTHHUKOB,

ONmyOJIMKOBaHWE WM  OOecliedyeHHhe HEOrpaHMYeHHOro JOCTyna K  JIOKyMEHTY,
OTIpEIEIAIONIEMY TOJUTHKY YUpeXIeHUS B OTHOUIEHHMH OOpPaOOTKM MEPCOHANbHBIX JaHHBIX,
K CBEJICHUSIM O PEATU3yeMbIX YUpeKJeHNEeM TPEOOBaHUAX K 3alIUTE EPCOHANbHBIX JaHHBIX.

4.2.2. Obecnieuenme 6e30MacHOCTH MEPCOHAIBHBIX TAHHBIX JOCTUTAETCs, B YaCTHOCTH:

ONpeAeNieHueM  yrpo3 W Hapymurenedl  0e30MacHOCTH  MEPCOHAIBHBIX  JaHHBIX
npu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX;

OINIPENICJICHUEM YPOBHSI  3allMIIEHHOCTH IEPCOHAIBHBIX JI@HHBIX B COOTBETCTBUH
¢ TpeboBanusimu [Tocranosnenus IIpaButenscrBa Poccuiickoit deneparmu ot 01.11.2012 Ne 1119



«O0 yTBepkJACHUM TPeOOBAaHWN K 3alUTEe TIEPCOHATBHBIX JAaHHBIX TMPU HX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX»;

IIPUMEHEHHEM IPOLIEIINX B YCTAHOBIEHHOM IMOPSJKE NMPOLEAYPY OLEHKH COOTBETCTBUS
CPEZCTB 3alIUThI HHPOPMAIUH;

OLIEHKOM 3 (PEKTUBHOCTH MPUHUMAEMBIX MEp IO 3aIIUTE NEPCOHAIBHBIX JAHHBIX 10 BBOJA
B DKCIUTyaTaIMio HUH()OPMAIIMOHHON CHCTEMBI IIEPCOHAIBHBIX TAHHBIX;

BOCCTQHOBJICHMEM  IIE€PCOHAIBHBIX  JAHHBIX  BCIEJCTBUE  HECAHKLIMOHUPOBAHHOI'O
YHUYTOXCHUS,

YCTQHOBJIEHHMEM IpaBWJI JIOCTyNa K II€PCOHAIbHBIM JAaHHBIM, 00padaThIBaeMbIM
B HMH(MOPMAIMOHHBIX CHUCTEMaX IMEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIEeYCHHEM pPETHUCTpAIUU
U ydeTa BCeX JEHCTBHI, COBEPIIAEMbIX C IIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaxX
NEPCOHATBHBIX JAHHBIX;

KOHTPOJIEM 332 TNPUHHUMAEMbIMH MEpaMH IO 3alluTe IEPCOHAIBHBIX  JaHHBIX
U OIpPEINeNIEHHOTO YPOBHS 3allMIIEHHOCTH TIEPCOHAIBHBIX JAHHBIX NpU UX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAaX IMEPCOHABHBIX JAHHBIX B MPOIECCE MX IKCILTyaTallH.

5. OcHoBHBIE TPeOOBaHUs K IpoueccaM obecnedeHnst HHGOPMAIMOHHOMH 0€30I1aCHOCTH

MeTtoauueckoe pyKoBOJICTBO, pa3pabOTKy pelieHni Mo 3aiiuTe nHpOpMaluu, COrJacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTEIFHOW TEXHHUKH, MMPOTPAMMHBIX M IPOTPAMMHO-AIAPATHBIX CPEICTB
3aUThl MHQOPMAIMH, OPraHU3aIMI0 paboT MO BBISIBICHUIO BO3MOXHOCTEH U MPEXyNPEKIACHUIO
YT€YKH W CBOWCTB 3alUIaeMOi HHGOpMAIMM, AaTTECTAllMi0 OOBEKTOB HH(pOpMaTH3AIHMH
Ha COOTBETCTBUE TPEOOBAHMSIM O 3alllMTe MH(POPMALIMK OTPAaHUUYEHHOTI'0 JJOCTYIIA, HE COCTABIISAOIIEH
rOCYJapCTBEHHYIO TallHy, OCYIIECTBIISIOT CTPYKTYPHBIEC IOPA3/ICICHUST Y UpexKICHUSI.

5.1. dusunyeckas 6e30MaCHOCTH

5.1.1.1lpuHsATbIE OpraHU3alMOHHBIE W TEXHUYECKHE MeEpbl IO 3alluTe IOMEIEHHI
VYupexaeHus, cepBepHOro U KOMMYTAlIMOHHOTO OOOpYy/IOBaHUS, aBTOMAaTHU3MPOBAHHBIX pabOYMX
MeCT NOoJIb30BaTeNed HHPOPMALMOHHBIX CUCTEM 00ECIIEUNBAIOT PEAIN3ALUIO CIEAYIOMIUX MEep T10:

pasTpaHUUYCHHUIO JIOCTyNa pPaOOTHHUKOB B TIOMEMICHUS YUpPEXKIEHUS B COOTBETCTBHU
C UX MOJHOMOYMSMU U TOJDKHOCTHBIMU 00S13aHHOCTSIMH;

peructpanu (GakToB BXOAa pabOTHUKOB B TIOMENIEHHs, B KOTOPBIX BeIeTcsl 00paboTka
NEePCOHATbHBIX JAHHBIX;

KOHTPOJMPYEMOMY PEeOBIBAHUIO TOCTOPOHHUX JIMII B IOMEIICHUSX Y UPEXKICHHSI, B KOTOPBIX
BezieTcsl 00paboTka MH(OPMAIMK OTPaHUYEHHOrO JOCTYNa M pa3MelleHbl annapaTHble CpeicTBa
MH(OPMaLIMOHHON CUCTEMBI,

OpraHU3alMK PeKUMa KOHTPOJIMPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(POPMAIIHH.

5.1.2.TTomemennss ~ YUpexaeHUs  JOJDKHBI ~ OBITh  00OpPYIOBaHBI CpeACTBaMU
OXPAaHHO-TIO’KAPHOM CUTHATIM3ALUH.

5.1.3. OcHOBHOE CepBEpPHOE B CETEBOE 000PYyIOBaHUE Y UPEKICHHUS JIOJDKHO OBITh 3aIHIIECHO
oT mepeboeB B  MOAaye  AJIEKTPOIHEPTMHM  IMyTeM  TMOAKIIOUEHHs K  DJIEKTPOCETH
C TpHUMEHEHHEM WCTOYHUKOB OecrepeOOWHOr0 THTaHUS W PE3EPBHOTO JAHM3ENb-TeHEpaTopa.
Hcrounuku OecriepeOOMHOrO MUTAHUS JOJDKHBI PETYISIPHO TECTUPOBATHCS M MPOBEPSTHCA
YIIOJTHOMOYEHHBIMU Pa0OTHUKAM Y UPEKICHHUS B COOTBETCTBUH C PEKOMEH IAIMSIMH TIPOU3BOIUTEIS.

5.1.4.MoOunpHbIE TEXHUYECKHE CpPEICTBAa HE JIODKHBI OCTAaBaThCsA 3a TpelneIamMu
KOHTPOJIMPYEMOH 30HBI YUpexkIeHUsI 6€3 KOHTPOJIS CO CTOPOHBI PAOOTHUKOB Y UPEkKACHHUS.

5.2. Be3onmacHOCTHL HAa pado4eM MecTe

5.2.1.3anpeniaercst BECTH 3alKCh MapoJieil B OTKPHITOM BHJI€ HA MaTepHaIbHBIX HOCUTEISIX,
3a UCKJIFOUEHHEM PETJIaMEHTHPOBAHHBIX METOJIOB XPaHEHHUSI.

5.2.2. JIokyMeHTBI ¥ HOCUTENH ¢ HH(pOpMaIHel OrpaHUYEHHOTO JJOCTYIA TOJHKHBI yOUPaThCs
B oleuyaTblBaeMble Mecta (ceiidnl, mkadpl W T. I.) NOpU yxoae ¢ paboyero wecra.
Ha aBTomaTtu3upoBanHOM paboueM MecTe NoJb30BaTeNs pabodasi ceccus JOJKHA ObITh 3aBeplleHa,
paboumnit cron 3abmokupoBaH. Bxoj monb3oBaTenss B CUCTEMY HE JOJDKEH BBIIOJIHATHCA
ABTOMATHYECKH.



5.2.3.JIokyMeHTHI, conepkamire HHGOPMAIMI0 OTPaHUYEHHOTO JOCTYIA, JOJKHBI Cpazy
U3bIMAThCS M3 TMEYATAIOMIMX YCTPOMCTB. s yTHiIM3auuu KOH(UIACHUIMANBHBIX JIOKYMEHTOB
JOJIKHBl MCIOJIb30BaThCSl YHUUTOXKHUTENU JOKYMEHTOB HE HIDKe 4 ypOBHS IO CTaHAapTy
0€301aCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEISIM IOKyMEHTOB.

5.2.4.1lpu UCHOIB30BaHUU MOOWIBHBIX TEXHUYECKUX CPEICTB JOJDKHBI COOIIOAATHCS
JIOTIOJTHUTEIbHBIE MEPBl 10 PEerjaMeHTAllMM W KOHTPOJIO HCIOJb30BaHUS B HH(POPMALMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

5.2.5. Haxoxaenue npeacTaBuTeNeil I0puInuecKuX JIUI B paMKaX UCIOJHEHUS JOTOBOPHBIX
00s3aTeNbCTB B TIOMEUICHHUSX, B KOTOPBIX BeAeTcss o0paboTka MHGOpPMAalUUKU OrpaHUYEHHOTO
JOCTYTa, BO3MOXXHO TOJBKO B CONPOBOXICHHHM paOOTHUKA YUpEXKIEHUs, JOMYIIEHHOTO
110 00paboTKH Tako MHPpOPMaIIUH.

5.2.6. Pa3menieHre TEXHUYECKMX CPEJICTB BBIBOAA HH(OPMAIK B TOMEIICHUSAX Y UpekKICHUS
JOJKHO TPOM3BOAMTHCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YAJIBHOTO MPOCMOTpPa
UHPOpPMALUK TIOCTOPOHHMMHU JIMIAMH W  pa0OTHUKaMH, HE JONMyHICHHBIMH K pabote
C TaHHOW HH(POPMAIIHECH.

5.2.7. TexHnueckue CpeacTBa MOJKHBI pa3MENIaTbcs M XPAHUTbCS TaKUM 00pa3oM,
YTOOBI COKPATUTh BO3MOKHBIN PUCK TOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O IOCTYTIA.

5.3. Texuuueckoe o0c/Iy:KUBaHHE 000PY10BAHUS

5.3.1. Texauuecknue CpeiacTBa YUPEKICHUS IODKHBI TMPOXOAHWTHh HA PETYISPHOW OCHOBE
CEpBHUCHOE 00CITY)KMBaHHE B COOTBETCTBUU C PEKOMEHAAIMSIMY IPOU3BOAUTENEH 000pYI0BaHUSI.

5.3.2.PeMOHT 1 cepBHCHOE OOCITy)KMBaHHE OOOpPYNOBaHMS JOJDKHBI BBIIOIHATHCS TOJBKO
KBaJTM()UIIMPOBAHHBIMU CIICIIMATTUCTAMH.

5.3.3.1lpu TexHHYECKOM OOCIyXKHUBaHUM OOOpPYIOBaHUS CTOPOHHUMHU OpraHU3ALUIMU
JIOJKHA OBITh HUCKJIIOYEHA BEPOSATHOCTh HApPYIICHUS KOH(DHUIECHIIMAIBHOCTH 3alUIIaeMOi
uHpopmanuu.

5.4. BzaumojeiicTBUe ¢ TPeTbUMH JTHIIAMHU

5.4.1.1lpu B3aMMOAEWUCTBHUM C TPETbUMHU JIMIIAMH JIOJDKHBI BBITIONHATHCS CIIEIYIOIINE
MEPOTPHUSITHS T10:

3aKIIIOYCHHIO COTJIAIICHWH O HepasrjameHnn WHGOPMAIMKA OTPAHWYCHHOTO JIOCTYIIA,
MOJIy4EHHOM B XOJI€ UCTIOJHEHUS IOTOBOPHBIX 0053aTENIbCTB;

OCYILECTBJICHUIO KOHTPOJS 3a ACUCTBUSAMH TNpEACTaBUTENEH KOHTPAreHTOB B Ipeenax
KOHTPOJMPYEMOM 30HBI YUpEKIACHNUS.

5.5. YnpaBjenue ;Ku3HeHHBIM IIHKJIOM HH(POPMAIMOHHBIX CHCTEM

5.5.1. MeporpusitTis B TMPOIIECCE KMU3HEHHOTO IHMKJIa WH(OOPMAIMOHHBIX CHUCTEM JIOJKHBI
OBITH HaIpaBJICHbI Ha oOecrieueHue 3aiuThl HHPOPMAIMH MIPH BBOJIE B ACHCTBHE, DKCILTyaTalluH,
COITPOBOKJICHUH, MOJICPHU3AIMH WM BBIBOJIE M3 SKCILTyaTalluH.

5.5.2. OcHoBaHMeM Npu pazpaboTke HHHOPMAIIMOHHBIX CUCTEM JIOJKHBI SIBJIATHCS PELICHUS,
NPUHATBIE Ha CTaguu (QOpPMUPOBaHUS TpPeOOBAHMM, cojepraliue TpeOOBaHHUS B TOM YHCIE
M0 CUCTEME 3aIIUTH HHPOPMAIIHH.

5.5.3.JTtoboe mIaHupyeMoe K BHEAPCHHIO W3MCHEHHE WH(POPMAIMOHHON CHUCTEMBI
IpeBapUTENBHO JIOKHO OBITh MPOAHAIM3UPOBAHO Ha COBMECTHUMOCTb U OTCYTCTBHE HapYIICHUH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB, B TOM YHCJIE CPEJCTB 3aIUTHl HH(POPMAITIH.

5.5.4.PaboThl 0 MOAEpHHU3ALMU WH(POPMAIIMOHHON CHCTEMBI, B TOM YHCIIE 110 yCTAaHOBKE
MpOrpaMMHOTO OOecrieueHruss W OOHOBJEHWH, [IOJDKHBI TIPOBOJAUTHCS B Hepabodee BpeMs
WM BO BpeMsi HAUMEHbIIIeH pabodeit Harpy3KH.

5.5.5.1lpu BBIBOJE M3 IKCIUTyaTallMk WH(POPMAIIMOHHBIX CHUCTEM JOJKHO OOECTICUMBATHCS
rapaHTUPOBAHHOE yJaleHHe 00padaThiBaeMO U XpaHUMOW B HUX HH(POPMAIINH C UCTIOIh30BaHHEM
CPEACTB TapaHTHPOBAHHOTO YHWYTOXKCHUS MHPOPMAIUU WM MyTeM (PU3MUECKOTO YHUUYTOXKCHUS
HocuTeneil nHpopMarum.

5.5.6.Bce mpouemypsl obecriedeHust 3amuThl WHGOpMANMKA HMH(GOPMAIIMOHHBIX CHCTEM,
JIOJI’KHBI BBITIOHSITHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMH JIMIIAMH 332 OPraHU3aIlUi0 padoT
10 3aIuTe HHPOPMAIUH.



5.6. KonTpoab goctyna k HHpOpMalHOHHBIM CHCTEMaM

5.6.1. YpoBeHb INOJHOMOYMH TOJb30BaTEN B HMH(MOPMALMOHHOW CHCTEME JOJDKEH
OTIPENIeNATHCS B COOTBETCTBHHU C €T0 JODKHOCTHBIMU O0SI3aHHOCTSIMH.

5.6.2. Jloctyn nosnb3oBareneid K MHGOPMAIIMOHHBIM CHUCTEMaM JIOJDKEH KOHTPOJIMPOBATHCS
aJIMUHUCTPATOPOM MH()OPMAITMOHHON CUCTEMBI.

5.6.3.JIomKEeH  OCYIIECTBIATHCS  PETYJSPHBIM  KOHTPOJb  BBIMOJHEHHUS  JIOKAIBHBIX
HOPMATHBHBIX aKTOB 10 3alUTE MH(OPMAIHH, KACAIOUINXCS PETJIaMEHTALUH JOMyCcKa paOOTHUKOB
VYupexxnenus k napopmannu, oopadarsiBaeMoii B ”HPOPMALIMOHHOM CHCTEME.

5.7. UnenTudukanus u ayreHTU(PUKAIUS

5.7.1. loctyn monp3oBaTeneil K WH(GOPMALMOHHBIM CHUCTEMaM JIOJKEH MHPEIOCTaBIISATHCS
TOJIBKO I10CJI€ YCIIELIHOI0 3aBEPLICHUS IPOLECCOB UICHTU(DUKALMY, AyTEHTU(DHKALIH.

5.8. YnpaBJjeHue 10cTynom

5.8.1.B VYupexaenun JIOJDKHO OCYILECTBIIATHCS yIipaBJIeHUE JOCTYIIOM
K UHQOPMALMOHHON CHCTEME MOCPEICTBOM PeaTH3alii HEOOXOIUMBIX METOAOB, TUIIOB U TPaBUII
pasrpaHMyYeHHs JOCTyIa I0JIb30BaTeNsIM MH(OPMAIIMOHHON cucTeMbl. B ToM 4ucie nomkeH ObITh
oOecrievyeH 3alllMIIEHHbIA YJAJIEHHBIM JOCTYn CyOBEKTOB JOCTYyNa K OOBEKTaM JOCTyla uepe3
BHEIIHUE UH(OPMAIIIOHHO-TEJICKOMMYHHUKALIMOHHBIE CETH.

5.9. Be3onacHocTh Npu padoTe ¢ HOCUTEIAMU

5.9.1.PaboTHUKM YupeKAEeHUs JOJDKHBI HCIOJIb30BATh TOJNBKO YYTEHHBIE ChEMHbIE
MallMHHBIE HOCUTENW WH(GOpPMAIMKA JUISI BBINOJHEHHWS CBOUX JOJDKHOCTHBIX OO0S3aHHOCTEH.
Hcnonb30BaHuEe ChEMHBIX MALIMHHBIX HOcUTeNnedl HMHpopManuu B YUpexXJIEHHUM B UHBIX LEJAX
CTPOTO 3aIPELICHO.

5.9.2. CreMHbIE MAIIMHHbIE HOCUTEIN MHPOPMALIUU JOKHBI XPAHUTHCS B ONEYAThIBAEMBIX
mkagax, B MOMEHIEHUSIX, B KOTOPBIX MpeAycMOTpeHa o0paboTka MH(GOpMalUu OrpaHUYEHHOIO
JIOCTyTA.

5.9.3.B ciyuae Kpaxu WIM TOTEPU CHEMHOTO MAIIMHHOTO HOCHTENS HH(MOpPMAIIHH,
a TaKKe WHBIX HMHIMJEHTOB, KOTOpPHIE MOTYT IMPHUBECTH K HAPYIIEHUIO CBOMCTB HH(pOpMaIu
OTPaHUYEHHOTO JIOCTYINA, JOJDKHBI TPOBOJUTHCS MEPONPUATHS IO PACCIETOBAHHIO TaKUX
UHIIUICHTOB.

5.10. Peructpanusi coObITHII 0€30M1aCHOCTH

5.10.1. B VupexxaeHuu [I0JKHA OCYLIECTBISATHCS PETUCTpalMs COOBITUH 0e301MacHOCTH
Ha BCEX KOMITOHEHTaX 00BEKTOB MH(POpMATHU3AIIIH.

5.10.2. [Ipu IIPEIOCTAaBICHUN Jocryna K KOMIIOHEHTaM
MH(}OPMaLMOHHO-TEIEKOMM YHUKAIITMOHHON MH(PaCcTPyKTyphl LIEHTpa 00pabOTKM JaHHBIX, Ha 0aze
KOTOPOH (PyHKIMOHHMPYIOT 00bekThl HH(popMaTuzanuu MOI'B, nomkeH ocymecTBIsATECS KOHTPOIIb
Y y4eT ACHCTBUI IPUBUIIETUPOBAHHBIX I10JIb30BATEIEH.

5.11. AHTHMBHMpPYCHAs 3aIIMTa MH(POPMALUH

5.11.1. B uensix oOHapy)XeHHUS M YCTPaHEHHUs BPEIOHOCHBIX MPOTrpaMM B YUpEKICHUU
JOJKHBI MCTIOIB30BATHCS CPENICTBA AHTUBUPYCHOM 3aIlIUTHI HH(POPMAIIHH.

5.11.2. O6s13aTeILHOMY KOHTPOJTIO CPEJICTBOM aHTHBUPYCHOM 3alTUTHl HH()OPMAIIHH JTOKHA
nojuiexarb J06as wuHpopMmanus (TeKCTOBble (aiinbl M00BIX ¢dopmaroB, (aiasl JaHHBIX,
UCTIONHAEMBIC (haiubl), TodydaeMass W TiepefaBaeMasl 10 JIOKaJbHOW BBIYHCIUTEIBFHOU CETH,
B TOM 4YHCIIE U CEeTAM OOILIero MoJb30BaHUSA, a TaKkke WH(pOpMalMs, XpaHHMMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTEISX WH(OPMAIIHH.

5.11.3. [Ipu ycTaHOBKE MPOrpaMMHOI0 OOECIEeYeHHs HIIM €ro OOHOBJIIEHMM Ha CEBEPHOM
000pyJIOBaHWHU JIOJDKHA ABTOMATHUYECKH BBITIOJMHATHCS TpeIABapUTENbHAs TPOBEPKA JTaHHOTO
IPOTPaMMHOT0 00€CTIeYeHHUsI Ha OTCYTCTBUE BPEJOHOCHOTO IIPOTPAMMHOI0 00eCIIeUeHusI.

5.11.4. OGHoBNIeHHWE 0a3 CUTHATYp ISl CPEJCTBA AHTUBUPYCHOM 3aIuThl WHGOpMAIUU
JIOJKHO OCYIIECTBIIATHCS €KEAHEBHO.



5.11.5. HenpuBuierupoBaHHbIE MTOJIH30BATEIN HE JOJIKHBI UMETh BO3MOXHOCTH TTOJTYICHUS
JIOCTyTA K KOH(UTYpaLluu aHTUBUPYCHOTO CPEJICTBA 3AIUTHI HIIH €0 OTKIIOYCHUS.

5.12. KoHTpPOJIb 3alIMIIIEHHOCTH HHpOPMAIITUT

5.12.1. B memsix MCKJIIOYEHHS SKCIUTyaTallud YsI3BUMOCTEH MPOrpaMMHOIO OOecreueHHs
JIOJKHBI TIPOBOAMTHCS pabOThI IO BBIABICHUIO, aHAINU3Y YSI3BUMOCTEH MHPOPMALMOHHON CHUCTEMBI
U ONIEPaTUBHOE YCTPAaHEHNE BHOBD BBISIBICHHBIX YSI3BUMOCTEH, B TOM YHCIIE OPTaHU3AIUs KOHTPOJIS
YCTAHOBKHM OOHOBJIEHUS IPOIrPaMMHOI0 00eCIIeUeHN s, BKII0Yasi CPeICTBA 3aILUThl HH(POpMALUH.

5.13. Ucnoab30BaHHe MPOrpaMMHOro odecneyeHust

5.13.1. Beibop mporpamMmmMHOTO OOecIreueHus I MPOU3BOACTBEHHBIX HYXKI YUPEKICHUS
JIOJDKEH TIPOM3BOAMTHCS B IMPHOPUTETE K OTEUECTBEHHOMY, BHECEHHOMY B €IHMHBIN peecTp
POCCHMCKHMX MpOrpaMM il 3JEKTPOHHBIX BBIYHUCIUTENBHBIX MAIIMH U 0a3 JaHHBIX WU €IUHBIHI
peecTp Mporpamm JUIst 3J€KTPOHHBIX BRIYMCIUTEIbHBIX MAIIMH U 033 JaHHBIX TOCYAAPCTB — YWICHOB
EBpa3uiickoro SKOHOMHYECKOro coro3a. B ciydae oTCyTCTBUS aHajora B €IMHOM peEecTpe
POCCHICKMX MPOTrpamMM JJIsl JIEKTPOHHBIX BBIYMCIUTENBHBIX MAIIMH U 0a3 JTaHHBIX, B TOM YHCIe
B €JMHOM PEECTPE MPOrpaMM JJIs JEKTPOHHBIX BEIYMCIUTEIbHBIX MAIIMH 1 033 JAHHBIX TOCYAApCTB
— ujeHoB EBpa3uiickoro 3KOHOMHYECKOIO COH03a, JOIYCKAaeTCs HCIOJIb30BAHUE IPOrPaMMHOIO
o0ecreyeHnss UMIOPTHOIO MIPOU3BOJICTBA U NTAKETOB OOHOBJIEHUS K HEMY TOJIBKO U3 JIOBEPEHHOI'O
peno3uTopusl.

5.14. Ucnosab30BaHue CPeACTB KPUNTOrpaduueckoii 3ammTbl HHPOPMAIIHT

5.14.1. OGecrieuenue 3amyThl HWHGOPMAIMHM OTPAHMUYEHHOTO JIOCTYNa OT PACKpPBITHA,
MoIUGUKAMM M HaBs3bIBaHUS (BBOJA JIOXKHOM HMH(pOpMaLuu) mpu ee mnepepaye (MOATOTOBKE
K Ilepefade) M0 KaHajlaM CBSI3M, HMEIOLIUMM BBIXOJ 3a IMpeneiabl KOHTPOJUPYEMOW 30HBI,
o0ecrieynBaeTcss NPUMEHEHHEM CEePTHU(QUUUPOBAHHBIX CPEICTB KpUOTOrpauuecKor 3aiuThl
uH(pOpMaLIUH.

5.14.2. B nensx opraHuzanuu U oOecriedyeHuH Tepeaadyd MH(opManuy 1o KaHajiaM CBSI3U
C WCIOJB30BAHUEM CPENCTB KpUNTOrpadUUecKo 3amuThl WHPOPMALMU, a TAKKE BBHIOJHEHHUS
auneH3uoHHbIX TpeboBanuit PCB Poccum, B VYupexaeHuH [ODKEH OBITh CO3JaH  OpraH
KpUNTOrpadpuuecKon 3aluThI.

5.14.3. [lopranpHble pelieHUs YUpexJeHHs, NpeJHa3HayeHHble A JIOCTyNa U3 ceTei
o01Iero MoJib30BaHMsl, JOJKHBI pa3padaThIBaThCs C HCIOJIB30BAHUEM 3aIIMILEHHOTO COEIUHEHUS
no nporokoiny TLS ¢ mojnepxkoil oTeyecTBEHHBIX KPHUNTOrpadUyYecKHX alropuTMOB, a TaKKe
C UCTIOJIF30BAHUEM CEPTHU(PHUKATOB MPOBEPKH TMOIIMHHOCTH CEpPBEpPA, BHIIAHHBIX MHUHUCTEPCTBOM
U(POBOTO PA3BUTHUS, CBSI3U M MACCOBBIX KOMMYHHKALIUH.

5.15. Ucnonb30BaHue 31eKTPOHHOM NMOYTHI

5.15.1. DnexTpoHHAs MMOUTa JAOJKHA UCIIOJIb30BaThCSI UCKIIIOYUTEIBHO B LIEISX UCTIOTHEHUS
JOJKHOCTHBIX 00s3aHHOCTEH paboTHUKA YUpeKIeHUS.

5.15.2. [Ipu ucnonbp30BaHUM 3JIEKTPOHHOM MOYTHI 3aNPEIIAeTCs:

oOMeH nHpopMaIlueil OorpaHuYeHHOr0 JOCTYIIa;

MIPEOCTaBIEHUE JTOCTYTIA K AJIEKTPOHHON MOYTE € MCIOJIb30BAaHUEM JaHHBIX CBOEH yUETHOM
3aITUCH TPETHUM JTHIIAM;

nyOJMKanus CBOero pabouero aapeca 3JIEKTPOHHOM MOYTHI B 3JEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MaIlMHAX M JPYIHX pecypcax ceTd VIHTepHET B MensIX, HE CBS3aHHBIX
C MCIIOJTHEHHEM CBOUX JOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJIITHCKA TI0 DJIEKTPOHHOH TOYTE HA Pa3NIMYHBIC PEKIAMHBIE MaTEPHAJIbI, JIUCTHI PACCHIIKH,
AIIEKTPOHHBIE KYPHAIbl U T. J., HE CBSI3aHHBIC C BBIMOJIHEHHUEM MOJIb30BATENEM TOHKHOCTHBIX
00sI3aHHOCTEIA;

OTKpBITHE (3aIyCK Ha BBINOJHEHHE) (HAIOB, MOIYYEHHBIX IO DJIEKTPOHHOH MouTe
WIn #3 pecypcoB cern HHTrepHeT, 0e3 TpeABapUTENBHONW TPOBEPKH WX aHTUBUPYCHBIM
IPOTrPaMMHBIM 00€CTIeYEeHHEM.

5.16. PaGoTa B ceTsix 001ero MOJL30BAHUA

5.16.1. Yupexxaenue octaBisieT 3a co00il mpaBo OJIOKHPOBATH MM OTPAHUYHMBATH JOCTYII
pabOTHUKOB K CETSM CBA3M OOIIEro MOJb30BaHUS, B TOM uucie ceTd VHTepHeT, coiepkaHue



KOTOPbIX HE HMMEET OTHOUIEHHS K HWCHOJIHEHUIO JIOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke
K HHGOPMAIMOHHBIM pecypcaM, COJEpKaHHE€ W HANpPaBICHHOCTh KOTOPBIX 3alperieHbl
3aKoHoJaTenbcTBOM Poccuiickont denepanuu.

5.16.2. Undopmanus O TOCEMAeMbIX pPAOOTHUKAMH YUPEeKICHUS HHPOPMAITMOHHBIX
pecypcax MpOTOKOJIUPYETCs Ui OCIEAYIOLIEro aHaIn3a.

5.16.3. Ilpu ucnons3oBanuu cetu HTEPHET 3aMpenieHo:

HCIOJIb30BaTh MPEAOCTABICHHBIN YUpeKICHUEM JA0CTYI B C€Th MIHTEpHET B IMYHBIX LIETX;

UCIOJIb30BATh HECAaHKIIMOHUPOBAHHBIE IIPOTPAMMHBIE M TIPOTPAMMHO-aNapaTHBIE CPECTBA,
HO3BOJISIOIINE MOIY4YUTh HECAHKIIMOHUPOBAHHBIHN JOCTyH K cetu MHTepHeT;

my0JINKOBaTh, 3arpy’kaTb M PaclpOCTPAHATh MaTEpHAIbl, COJEpKAIIUE HETOCTOBEPHYIO
nHpopmaruo 06 YupexaeHuu, a Takxke GpanbcudunupoBaTh cBoi [P-anpec.

5.17. Pe3epBHOe KONMPOBAHHE U BOCCTAHOBJIEHHE JAHHBIX

5.17.1. OcyuiecTBieHHE PE3EPBHOIO KOMMPOBAHUS JOJIKHO OCYLIECTBIATHCS JUIA:

uHpopmanuy, oOpabaTeiBaeMoii Ha (aiJIOBBIX cepBepax MU CepBepax MPHIIOKEHHH,
UH(POPMALIMOHHBIX CHCTEM;

pabouux MecT aAMHUHUCTPATOPOB HHPOPMALMOHHBIX CHCTEM.

5.17.2. YacToTa ¥ PEKUM pPE3EPBHOIO KOIMPOBAHUS YCTAHABIMBAIOTCS TAaKUM 00pa3oM,
YTOOBI 00ECIIEYNTh MUHUMAIBHYIO MTOTEPIO TaHHBIX U UX ONIEPAaTUBHOE BOCCTAHOBJICHHUE.

5.17.3. Hactpoiika  pe3epBHOIO  KONMPOBAaHUS U  BOCCTAHOBJIEHUS  PECYPCOB
MH(POPMALMOHHBIX CHCTEM JOJDKHBI TPOBOIUTH YIIOJTHOMOYCHHBIE PAOOTHUKHU Y UPEkKICHUS.

5.17.4. PezepBHOE KOMMPOBAHUE JIOJKHO OCYILECTBIATHCS B aBTOMATHUYECKOM PEXHUME
C IPUMEHEHUEM CPEJICTBA PE3EPBHOTO KOMMPOBAHUS HE HUKE 6 YPOBHS JOBEPHSL.

6. OcHOBHbIe TpeOOBaHHSI K  MpoleccaM  YHOpaBJieHUsi HHPOPMANMOHHOM
0e301aCHOCTBI0

6.1. MoHUTOPHHT HH(POPMALMOHHOI 6€30MaACHOCTH

6.1.1.B YupexaeHnn Ha IOCTOSHHOW OCHOBE JIOJDKEH MPOBOIAMTHCS KOMIUICKCHBIN aHAN3
(GYHKIMOHUPOBAHUS HMH()OPMAIIMOHHBIX CHCTEM M BO3HUKAIOUIMX COOBITHH MH(OPMAIOHHON
0€30MacHOCTH.

6.1.2.Ilpouiecc MOHHMTOpHUHIAa CHCTEMBbI oOecredeHus WHGPOPMALMOHHON O0e30MacHOCTH
JOJDKEH BKIIOYaTh B ce0si KOHTPOJIb OPTaHW3AallMOHHBIX W TEXHUYECKHX Mep TI0 3aluTe
uHpOpMalLlMY, aHaAU3 MapaMeTpoB KOH(UIypaluH, HACTPOMKH CpPEACTB 3alllUThl HWH(pOpMAIUU
U JICWCTBUI TIOJB30BATENIEH MPH padOTe C OCHOBHBIMH TEXHUYECKUMH CPEACTBAMH U CHUCTEMaMH
00BEKTOB UHPOPMATU3AIUH.

6.1.3. Ilpu mpoBeAeHNN KOHTPOIBHBIX MEPOTIPHUSTHHN, CBS3aHHBIX C OIICHKON pean3aliii Mep
1o 3amuTe MH(GOpMaIK, YIOJIHOMOYEHHbIE PaOOTHUKM JIOJKHBI MPUAEPIKUBATHCS CIEAYIOIINX
MPUHIUTIOB!

HE HapyIaTh GYHKINOHUPOBAHUE JEATEIbHOCTH Y UPEKICHUS;

JIECTBOBATh B COOTBETCTBHH C YTBEP)KICHHBIMH JIOKAIGHBIMA HOPMATHBHBIMH aKTaMH
VYupexxaeHus no 3ammre HHGpopMaIum;

HE CKPBIBaTh (D)aKThI BBISBIEHHBIX COOBITUN NMH(OPMAIITMOHHON 0€3011aCHOCTH;

opopMIIATH  OTYETHI, MOATBEPXKJIAIOIIME BBIOJHEHHE MEpONPHATUH 1O  3aIluTe
uH(pOpMaLIUH.

6.1.4.ladopmanusi, mosydeHHass B XOJ€ IPOBEACHUS KOHTPOJIMPYIOIIMX MEPONpPUATHI
0 JIEHCTBUSIX, COOBITHSIX M TTapaMeTpax, MMEIOIINX OTHONICHHWE K peal3aliil Mep 10 3alluTe
uHpOpMalLUK, JO0DKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJyYeHHE
K HE HECAaHKIITMOHMPOBAHHOTO JIOCTYTIA.

6.1.5.MOHUTOPUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(POPMALIMOHHOMN
0€30IaCHOCTH JIOJDKEH TPOBOAMTHCS C HCIOJIB30BAHWEM CHCTEMBl MOHUTOPHHTA WHITUICHTOB
UH(POPMALIMOHHOM 0€30IaCHOCTH WJIM BCTPOCHHBIX MEXaHU3MOB HACTPONKM M ayJauTa COOBITUH
B IIPOrPAMMHBIX M IPOrPaMMHO-AIIIAPaTHBIX CPEJICTBAX, UCIIOIb3YEMbIX YUPEKACHUEM.



6.2. YnpaBjeHue pucKaMu

6.2.1.Onpenenenne BHYTPEHHUX TpeOOBaHUN 1O 3amuTe WHOOpPMAIUU  JTOHKHO
OCHOBBIBAaThCSI Ha pE3yJbTaTax MPOBEICHHS aHAIHW3a PHUCKOB HApyHIICHHS OCHOBHBIX CBOWMCTB
O6e3omacHOCTH HHGOPMAIMH 00BEKTOB HH(POPMATH3AITHH.

6.2.2. OCHOBO¥i OLIEHKH PHCKOB JIOJDKHA OBITh OIICHKA YCIIOBHA U ()aKTOPOB, KOTOPHIE MOTYT
CTaThb NPUYMHON HApYIIEHUS LIETOCTHOCTH, KOH(PHUISHIUAIBHOCTH U JOCTYMHOCTH HH(pOpPMAIHH,
o0OpabaTbIiBaeMOil B YUpeKICHUH.

6.2.3. Pe3ynbpTaTOM IPOBENCHMS aHAIM3a PUCKOB JOJDKEH OBITh pa3paOOTaHHBIA KOMILICKC
Mep, HalpaBJICHHBIX Ha CHIDKEHHE BO3MOKHOTO HETaTHBHOT'O BIIMSHUS HA OCHOBHYIO JESITEIHLHOCTD
Yupexnenus 1 MOI'B mpu peanusanmm TOH WIM WHON Yrpo3bl O€30MaCHOCTH HH(POPMAIMH
U 00ecrneunBalomMX B JaJbHEUIIEM JOCTATOYHBIA YPOBEHb 3AIIMIIEHHOCTH HWH()OpPMALUH,
oOpabaTbeiBacMOi 00beKTaMH HH(POPMATH3AIHH.

6.3. YnpaB/eHue HHIUAEHTAMH HHPOPMAIMOHHOIT 0€30MaCHOCTH

6.3.1.JIna oGecrieuenuss 3(PEKTUBHOrO paspeniecHus HWHIUIACHTOB HMH(POPMAIIMOHHON
0€30I1aCHOCTH, MHHHMH3AIMH TOTEPh W YMCEHBIICHHWS pPUCKAa BO3HUKHOBEHHS MOBTOPHBIX
UHIUJCHTOB  JIOJDKHO  OCYHIECTBIATHCA  yNpaBlIeHHE  WHUUIACHTAMU  WHGOPMAIMOHHON
0€30MacHOCTH.

6.3.2. [lns ynpaBiieHuss WHUOUACHTaMU WH(OPMALMOHHOW 0e30MacHOCTH (DYHKIIMOHHUPYET
BenoMcTBeHHBII IIEHTP TOCYIaPCTBEHHON CUCTEMBI O0HAPYKEHHSI, IPEAYIPEKICHHS 1 JINKBU AN
MOCNEACTBUIM KOMIBIOTEPHBIX aTak Ha uHpopManuoHHble pecypchl Poccuiickoit denepanuu,
KOTOPBIIi TIOCPEJCTBOM KOMIUIEKCA CPEICTB M MEpONpHATHH Juis cOopa M KOHCOJIUIALNN
uH(popMaluu 00 UHIMICHTAX pelIaeT 3aJauu:

pearupoBaHus Ha KOMIIBIOTEPHBIC HHIIHICHTHI;

JUKBUJIALIUU TIOCIEICTBUN KOMIBIOTEPHBIX UHIIUJCHTOB;

aHaJM3a pe3yabTaTOB JIMKBUIAIINN TIOCIECTBHI KOMITBIOTEPHBIX HHIIH/CHTOB,

YCTaHOBJICHHSI PUYMH KOMITBIOTEPHBIX HHIIUIEHTOB.

6.3.3. B oTHOIICHHH KaXKOT0 IPOU30MICIICTO HHITUACHTa PaOOTHHKAMU BeToMCTBEHHOTO
[[EHTPa TOCYIapCTBEHHON CUCTEMBbI OOHAPYKEHHS, MPEAYIPEKICHHUSI U JTUKBUIAIUN TOCIEICTBUN
KOMITBIOTEPHBIX aTak Ha MHpOpMalnMOHHbIE pecypchl Poccuiickorn denepanuu AOTKEH
BBITIOJHATHCS, aHAN3 U pa3paboTka 3((HEeKTUBHBIX MEp pearupoBaHUs Ha JaHHBIA HHIIUACHT.

6.4. Aynur cucteMbl odecrieueHusi HHPOPMAIHOHHOI (e30MaCHOCTH

6.4.1.B nensx OLEHKH TEeKYIIEro YpoBHS MH()OPMALMOHHOW 0€30MacHOCTH YUpeKIeHUEM
Ha PETYJSPHOI OCHOBE JIOJDKEH MPOBOIUTHCS ayTUT HH(HOPMAITMOHHON O€301MacHOCTH.,

6.4.2. BHyTpeHHUE ayIUThl JOJDKHBI BBIMOTHATHCS pabOTHUKaMU YupexaeHus. B umcno
3aJa4, penaeMbIX Py MPOBEICHIH BHYTPEHHUX ayINTOB HH(POPMAITMOHHON 0€301TacCHOCTH, BXO/IAT:

cOop U aHanIM3 UCXOAHBIX JNAHHBIX 00 OPraHU3AIMOHHON M (PYHKIMOHAIBHON CTPYKTYype
WH(POPMAIMOHHBIX CHCTEM, HEOOXOIUMBIX JUISl OIIEHKH COCTOSIHUSI CHCTEMBI 3allIUThI HH(POPMAIINY,

aHallM3 YTBEPXKJACHHBIX OPTaHHU3AIMOHHO-PACTIOPSAUTENBHBIX JTOKYMEHTOB IO 3allHTe
uH(pOpMallMK Ha MPEAMET UX MOJHOTHI U 3PPEKTUBHOCTH, a TaKKe (OPMUPOBAHNE PEKOMEH AU
10 UX J0paboTKe WK pa3paboTKe HOBBIX;

o0ocHOBaHHE (QUHAHCOBOM 3(P(EKTUBHOCTH BHOBb NPUOOPETAEMBIX CPEACTB 3aLUTHI
uH(popMaIuy,

MpoOBEpKa TPABWIBHOCTH BBIOOpa W HACTPOWKH CpEACTB  3allUThl WH(POPMAINH,
dopMHpOBaHUE TNPENTOKEHUN MO HCIOIb30BAHUIO MMEIOIIUXCA CPEACTB 3aIIUThl MHPOPMALUU
JUTSI TIOBBIIIIEHUS YPOBHSI OTKA30yCTOWYMBOCTH U 0€30MaCHOCTH MH(POPMAITMOHHBIX CHCTEM;

aHaJM3 OTYETOB I10 MPOM3OLICNNIMM HHUUAECHTaM HH()OPMAIMOHHONW O€301MacHOCTH
Y TIPUHSITBIM MEpaM TI0 UX Pa3pelIeHuro.

6.5. IloBbIlIEeHNE 0CBETOMJIEHHOCTH PA0OTHHUKOB

6.5.1.B pamkax opraHuzanu KOMIUIEKCHOTO IPOTHBOJICHCTBHS YIrpo3aM Oe30MMacHOCTH
uH(MOpMAIIUK, HCXOIAIINM OT pPaOOTHUKOB YUpEKICHHs, MOHKHA TOCTOSHHO TOBBIIIATHCS
WX OCBEIOMJICHHOCTH B 00JIACTH 3alIUThl HH(POPMAIIUH.



6.5.2. IloBeImIeHHE OCBETOMIICHHOCTH PAOOTHUKOB YUPEKIACHHUS OCYIIECTBIISETCS .

M0 YTBEPKIACHHBIM B YUPEKICHUU JTOKAIbHBIM HOPMATHUBHBIM aKTaM;

110 IPUMEHSIEMBIM B YUPEKICHUU MepaM 3alluThl THPOPMAIINH;

0 MPaBUIILHOMY HCIIOJIB30BAHHIO CPEACTB 3aIUTHI HH(POpMAIIHH.

7. 3akjioueHue

7.1. Ilpy uW3MEHEHUM JEUCTBYIOIIETO 3aKoHOJaTeNbcTBA Poccuiickorn  denepanuu
B oOyiacTh 3amuThl WHPOPMAIMH, a TaKXe JIOKAJbHBIX HOPMATHUBHBIX aKTOB YUpEXKICHHS,
Hacrosimas [loauTuka W MU3MEHEHMs] K HEeW MPUMEHSIOTCS B 4YacTH HE MPOTUBOpEYAllle BHOBb
MIPUHATHIM 3aKOHOJATEIbHBIM M MHBIM HOPMATHBHBIM aKTaM, a Tak)K€ BHYTPEHHHM JIOKYMEHTaM
YupexneHus.

7.2. Bce TpeOoBaHUs, YCTAHOBJIEHHBIC ACHCTBYIOIIMM 3aKOHOJATEILCTBOM Poccuiickoit
®denepannu, MOA3aKOHHBIMU aKTaMH U JJOTOBOPHBIMU OTHOILIEHUSIMH, a TAKXKE MOAXO0/ Y UpPEKICHUS
K OOECIEYCHHIO COOTBETCTBHUS ATUM TPEOOBAHMSIM JIOJDKHBI OBITH SIBHBIM OOpa3oM OMNpE/EICHBI,
JIOKYMEHTHUPOBAHBI U MOAIEPKUBATHCS B AKTYAIbHOM COCTOSIHUH.

7.3. B YupexeHnn B NPUOPUTETHOM HAINPABICHUM JOJDKEH pacCcMaTPHBATHCS IEPEXO/T
Ha TIPOrpaMMHOE OOECIEYEHHE OTEYECTBEHHOI'O MPOM3BOIUTEISI, BKIIOUYEHHOE B €IUHBIA PEECTp
POCCHICKHX TPOrpaMM JUIsl SJIEKTPOHHBIX BBIYUCIUTEIBHBIX MAIIMH M 0a3 JaHHBIX WM €IUHBIN
peecTp mporpaMm i SJIEKTPOHHBIX BHIYMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX TOCYJapCTB — WICHOB
EBpa3uiickoro 3KOHOMHUYECKOT0 CO03a, B TOM YHUCIJIE [0 YacTU CEPBEPHOT0, KOMMYTAIMOHHOTO
U CETEeBOro O0OpYAOBaHUS W MHBIX IPOrPAMMHO-ANMAPATHBIX CPEJICTB, BKIIOUEHHBIX B €IUHBIN
peecTp pOCCUICKOM paiio3IEKTPOHHOMN MPOAYKIIUH.

7.4. [lepecMOTp M BHECEHHME W3MEHEHUU B HAcTOAIYI [lOMUTHUKY OCYIIECTBISIOTCS
Ha NEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.



